\Washington County, MD\

s J B OARD OF ELECTILONS

AGENDA

Washington County Board of Elections
November 14, 2023

Board Meeting to be held on Tuesday, November 14, 2023 at 5:00PM. Meeting
will be held in person but may also be attended virtually. Call in information is
provided below.

Call Meeting to Order:

Declaration of Quorum Present:

Recess for Closed Session: The meeting will be closed in accordance with Open
Meeting Act Procedures, reason (7), To consult with counsel to obtain legal advice on a
legal matter.

Reconvene in Open Session (approximately 5:30PM)
Approval of Draft Agenda:

Approval of Draft Minutes:

Correspondence:
l. November 3, 2023 Letter from State Board of Elections Chairman Michael

Summers

Reports:
1. Election Director

Il. Attorney

Unfinished Business:
l. Early Voting
Il Polling Place Plan

New Business:
l. Holiday Dinner

Members Remarks:



Scheduling of Next Meeting:

Distributed Information:

Future Events:

November 23" — Office Closed, Thanksgiving Day

November 241" — Office Closed, Native American Heritage Day
November 30t — SME Pollbook Training

December 4" — 8" — Statewide Pollbook Integration Testing
December 5 5:30 pm - Holiday Dinner at Jimmy Joy’s Log Cabin Inn

Ex ive Session:
Part of the meeting may be closed in accordance with Open Meeting Act Procedures.

Public Participation: Members of the public may address the Board. Pursuant to
§3.2B of the Board’s bylaws, public participation at a meeting must be pre-scheduled
and pre-approved by the President. To request approval to speak at a board meeting,
contact Barry Jackson at 240.313.2054 or by Email at barry.jackson@maryland.gov
no later than 5 pm the day before the meeting.

Call In Instructions for the Meeting:

Meeting ID
meet.google.com/fbv-fkfx-fhk

Joinbyphone
1 347-384-8935
PIN: 424 159 760#




MARYLAND

STATE BOARD OF ELECTIONS
P.O. BOX 6486, ANNAPOLIS, MD 21401-0486 PHONE (410) 269-2840

Michael G. Summers, Chairman

Jared DeMarinis

William G. Voelp, Vice Chairman State Administrator

Carlos Ayala
Janet Millenson

Katherine Berry

Yaakov “Jake” Weissmann Deputy Administrator

November 3, 2023

Washington County Board of Elections
17718 Virginia Avenue
Hagerstown, MD 21740

RE: Notice of State Board of Election Action on Proposed Early Voting Site
President Downin, et al.,

The State Board of Elections convened today to formally record the individual positions of
each board member on the issue of approving Hancock Town Hall as one of two required
early voting centers in Washington County. Vice Chairman William Voelp and Member
Carlos Ayala voted to approve placing an early voting center in Hancock Town Hall.
Chairman Michael Summers and Members Yaakov “Jake” Weissman and Janet Millenson
voted against approval.

Pursuant to § 2-301(c) of the Maryland Code Annotated, Election Law Article, “an
affirmative vote by a supermajority of the members of the State Board” is required to
approve the placement of an early voting center. The placement of an early voting center
at Hancock Town Hall is therefore not approved.

The Maryland State Board of Elections hereby remands the task of locating a second,
required early voting center in Washington County for the conduct of the 2024 election
cycle to the Washington County Board of Elections for proceedings not inconsistent with
the State Board’s disapproval of the Hancock Town Hall proposal, and the reasons
underlying that disapproval as expressed by the State Board during its October 26, 2023
meeting.

Michael G Summers

Michael G. Summers, Chair

W DeMlanrcinea

Jared) DeMarinis, State Administrator of Elections

FAX (410) 974- 2019 Toll Free Phone Number (800) 222-8683 151 West Street Suite 200
MD Relay Service (800) 735-2258 https://elections.maryland.gov Annapolis, Maryland 21401



signature:  Michagl cumnter].

Email: michael.summers@maryland.gov
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October 31, 2023

State Board of Elections
151 West Street
Annapolis. MD 21401

Subject: STATE BOARD OF ELECTIONS RULING ON EARLY VOTING CENTER
2, HANCOCK TOWN HALL

Chairman Summers et al.

The Washington County Board of Elections (Board) met on Monday. October 30, 2023 at
4:00 pm to discuss the action of the State Board of Elections (SBE) regarding our
designation of Early Voting Centers.

During SBE’s meeting on October 26, 2023, SBE voted on and approved the Washington
County Election Center as Early Voting Center 1. then voted on and approved the Boonsboro
American Legion as the optional Early Voting Center 3. A motion was made to approve the
Hancock Town Hall as Early Voting Center 2, but no second to the motion was made, and
Hancock Town Hall was not voted on.

Code of Maryland Regulations (COMAR) 33.17.02.02.H(2)(c) requires that “The State
Board shall” “Within 2 days after its vote on a proposed early voting center, notify the local
board of this outcome of the State Board's vote.”

As of the writing of this letter. no notification has been received from SBE. The Board voted
to table any additional action on Early Voting sites until receipt of SBE’s notification. Please
provide this notification at your earliest convenience, so that the Board may know how best
to proceed.

If you have any questions or concerns about the Board’s action or request, please do not
hesitate to contact me at 240-313-2054 or barry.jackson/@marvland.gov.

Sincerely,

—~

44 C
f )LQW"‘C%N’\._,
Barry E. Jackson

Director

17718 Virginia Avenue ' Hagerstown, MD 21740 © 240.313.2050 © 240.313.2062 71

WWW.WASHCO-MDELECTIONS.ORG




m WashCo Elections -SBE- <washco.elections@maryland.gov>
Maryland

Washington Central Committee Roster Effective 11/22/23

1 message

Seth Wilson <gopseth@outlook.com> Thu, Nov 9, 2023 at 11:41 PM
To: Adam Wood <adam@mdgop.org>, Nicole Harris <Chairman@mdgop.org>, ccf sbe -SBE- <ccf.sbe@maryland.gov>, info
sbe -SBE- <info.sbe@maryland.gov>, "washco.elections@maryland.gov" <washco.elections@maryland.gov>

Cc: Adam Greivell <adam.greivell@gmail.com>, Seth Wilson <gopseth@outlook.com>

Hello all. Attached is the roster of the Washington County Republican Central Committee that will be effective on 11/22/23.
| will update MD CRIS with the information of the new Chair (Adam Greivell) after his new term has begun.

You are receiving this e-mail because Article VV Section 9 of the bylaws requires "Within fifteen days following the election
of any officer(s), the Chair shall notify the State Administrative Board of Election Laws and Republican State Central

Committee for the State of Maryland and Washington County Board of Elections of the names and addresses of the
persons elected as officers."

.@ Washington_County_Republican_Central_Committee_Public_Roster_2023_November.pdf
12K



Washington County Republican Central Committee Public Roster

Effective November 22, 2022

Adam Greivell

Chair

240-258-8150
adam.greivell@gmail.com

Nancy Allen

2nd Vice Chair

301-991-5453
nancysallenrepublican@reagan.com

Alan Matheny
Secretary
301-573-1034
amatheny@myactv.net

Bill MclIntire

Member

240-217-6648
bilmac@mcintirehvac.com

Seth Wilson

Member
301-799-2155
gopseth@outlook.com

Ginger Bigelow

Ist Vice Chair

301-467-6116
gingerbigelow595@gmail.com

Michael E. Barnes
Treasurer
301-730-7885
mikel967ap@aol.com

Ryan Beachley
Member

240-217-3944
drbeachley@yahoo.com

Wayne Keefer
Member

240-643-6735
wkeefer86@gmail.com

Washington County Republican Central Committee

P.O. Box 562
Funkstown, MD 21734
(301)739-2118



Director’s Report — November 14, 2023
A. Personnel —
1. Sherie Nigh, Election Program Specialist | (Election Judge
Coordinator) started on November 15,
2. Election Program Assistant | (Cory’s old position) interviews will be
conducted on November 27™" and 28'.
B. Meetings:
1. Director's Meetings:
a) No October meeting, due to the Biennial meeting:
b) Next Meeting: Thursday, November 16", in person at SBE.
C. Trainings: N/A.
D. Legislative Update: N/A
E. Voter Registration Activities and Statistics:
1. Registration Statistics for October 2023 were distributed to the Board.
F. Candidate Filings:
1. Filing for 2024 Presidential Election began on January 19, 2023. Two
filing so far. (Bill McIntire/Mayor, Anthony Williams/Board of Ed)
G. Voting System Activities:
1. Statewide New Pollbook Test — December 4t"-8th.
H. Projects:
1. Site Surveys for security camera placement at ballot drop boxes
2. Clean up precinct boundaries (needs General Assembly action)



Washington County

BOARD OF COUNTY COMMISSIONERS OF
WASHINGTON COUNTY, MARYLAND

October 30, 2023

Washington County Board of Elections
¢/o Barry Jackson, Elections Director
17718 Virginia Avenue

Hagerstown, MD 21740

Re: Early Voting Center Site Selection

Dear Board Members:

This correspondence concerns the proposed special session meeting of the Washington County
Board of Elections on this date “to discuss the October 26, 2023[,] failure of the Board’s
designation of Hancock Town Hall as an Early Voting Site to receive State Board of Elections
(SBE) approval and to take any necessary action related thereto.” Notice; Notice (Revised). The
Board of County Commissioners of Washington County. Maryland has serious concerns regarding
the propriety of the proposed special session and any “necessary action” that may be taken at said
special session.

Specifically, it is the Board of County Commissioners’ position that the State Board of Elections’
failure to approve the locally proposed second early voting center at Hancock Town Hall is
arbitrary and capricious because it fails to give due deference to the local board and the required
statutory considerations set forth in Md. Code, Election Law Art. § 10-301.1. Furthermore, as of
this date, the second early voting center site that was designated by the local board pursuant to §
10-301.1(c)(1), has neither been expressly approved nor disapproved. Given this posture, any
“necessary action” that may emanate from today’s proposed special session of the local board
would be arbitrary and capricious. Accordingly, the Board of County Commissioners respectfully
requests that the local board suspend any effort to “take any necessary action related™ to the state
board’s failure to approve or disapprove of the proposed second early voting center site of Hancock
Town Hall.

Finally, please be aware that the local governing body’s discretionary agreement to establish an
additional early voting center at the Boonsboro American Legion was conditioned upon and
contingent on the designation and approval of the Washington County Election Center (Virginia
Avenue, Hagerstown) and the Hancock Town Hall as Washington County’s two required early
voting centers. The failure of the State Board to approve this “package deal” with Hancock Town
Hall as the second early voting center in Washington County extinguishes the local governing
body’s agreement to establish a third, additional early voting center.

100 West Washington Street, Suite 1101 | Hagerstown, MD 21740 | P: 240.313.2200 | F: 240.313.2201 | TDD: 711

__—

WWW.WASHCO-MD.NET



Washington County Board of Elections
October 30, 2023
Page Two

Sincerely,

BOARD OF COUNTY COMMISSIONERS
OF WASHINGTON COUNTY, MARYLAND

cc: Brian A. Kane, Esq. (via email)
Board of County Commissioners (via email)



STATE

Hancock out? Location of early voting
site in Washington County still being
determined

Dwight A. Weingarten
The Herald-Mail

Published 8:30 a.m. ET Nov. 1, 2023 | Updated 11:56 a.m. ET Nov. 1, 2023

Update:The State Board of Elections has scheduled a meeting to discuss the early voting
center location in Washington County for Friday, Nov. 3 at 3 pm via video conference call.
This article was updated at 11:50 am on Wednesday to reflect the scheduled State Board
meeting.

The location of an early voting site was the topic of discussion during a special session of the
Washington County Board of Elections on Monday afternoon, but only two of the locations
for the county's three sites have been approved by the State Board of Elections.

The State Board of Elections emergency meeting scheduled for Friday includes the Early
Voting Center Location in Washington County as the primary agenda item. Members of the
public may address the Board. To request approval to speak at a board meeting, contact Lisa
Dennis at 410-269-2840 or by email info.sbe@maryland.gov no later than 5 pm the day
before the meeting.

Last year, Washington County had just two early voting sites — one at the county’s new
Board of Elections office on Virginia Avenue about 3 miles from Hagerstown City Hall and
the other at the county’s main library branch on South Potomac Street about a quarter mile
from City Hall.

“By law, the Washington County is required to have two early voting sites,” said Jared
DeMarinis, state administrator of elections, in an Oct. 31 afternoon phone interview. “The
governing body there had with the local Board of Elections approved an additional third
site,” referring to action taken by the Washington County Commissioners earlier this month

to fund another location.



More: Preparations already underway in Maryland for 2024 elections

Hancock site not approved at State Board of Elections October
meeting

As of Sept. 30, the county had 99,870 active registered voters, just shy of the 100,000-voter
threshold, which would have made a third site a legal requirement.

For residents in Hancock, in the county’s western reaches, those 2022 early voting sites were
about 25 miles away. About 3,000 eligible voters live within a 10-mile radius of Hancock
Town Hall.

More than 40,000 of the county’s approximately 155,000 residents live in Hagerstown’s city
limits, which also has a higher percentage of residents of historically disenfranchised groups
than the county at-large. (Both the county and city are predominately white, but the county is
about 80% white, according to Census Bureau data, while the city’s population is about 68%
white.)

The State Board of Elections decided at its Oct. 26 meeting not to approve an early voting site
at the Hancock Town Hall. A motion to approve the site was made by a member of the state
board but not seconded and, as a result, the motion was not approved.

Sites at the Washington County Board of Elections and the Boonsboro American Legion
building at 710 N. Main St. were approved by the State Board of Elections at the Oct. 26
meeting.

The state Board has scheduled a meeting to discuss the early voting center location in
Washington County for Friday, Nov. 3, at 3 pm via video conference call.

State and county boards of elections appear to be waiting

Several individuals who spoke during an approximately hourlong public comment period at
the Washington County Board of Elections on Monday indicated that removing the library as
an early voting site would be detrimental for downtown residents who may have to take an
approximately 15-minute bus ride to the Board of Elections headquarters in Halfway during

early voting.

Among them was David Clark, of Clear Spring, which is a town about halfway between
downtown Hagerstown and Hancock Town Hall.



“I stand to again support the library,” said Clark, during the public comment portion of the
meeting.

A call for comment to the former Mayor of Hancock Tim Smith, a resident of that town for
over four decades, was not immediately returned Tuesday.

As of Tuesday afternoon, both the state and county boards appeared to be waiting on one
another.

“The State Board is reviewing everything, and waiting for the Washington County local Board
of Elections to provide us with a new required site,” said DeMarinis, the state’s elections
administrator.

“The local board is waiting for notification from the State Board of Elections on what their
ruling was,” said county Election Director Barry Jackson.

With only two of the county’s three early voting sites so far approved, Jackson reiterated the
multiple ways to vote.

“Early voting is but one way for residents of Washington County to vote,” he said. “They can
vote by mail, and they can also vote at their local precincts on Election Day.”

Eligible Maryland voters, regardless of where they live, are allowed to vote by mail. State law
changed this year to allow those mail-in ballots to be processed prior to end of Election Day
after a 2022 election season where thousands of voters, including thousands in Washington
County, selected that option.

Over 7,000 Washington County residents cast their ballots during early voting in last year’s
general election.

The primary election in Maryland is May 14, and the General Election is Nov. 5, 2024.

Dwight A. Weingarten is an investigative reporter, covering the Maryland State House and
state issues. He can be reached at dweingarten@gannett.com or on Twitter at
@DwightWeingart2.
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Audit raises concerns about efforts to
purge the dead from voter rolls

By Bryan P.Sears November 3, 2023

Vioters line up outside of Camden Yards on Election Day in 2020. Photo by Hannah Gaskill.

State elections officials say a  report released by the Office of Legislative Audits
exaggerates the number of potentially dead people registered to vote in Maryland.




Auditors, in a report released Friday, raised concerns that the State Board of Elections is
not doing enough to identify deceased registered voters. Also, auditors questioned the
time it takes to report people who try to vote more than once to state prosecutors and the
agency’s efforts to comply with the state’s Open Meetings Act.

In a statement after the audit was released, Elections Administrator Jared DeMarinis said
the Board of Elections worked with the auditors throughout the process.

“What is clear from the audit findings is that Marylanders should have full faith and
confidence in the integrity of our elections and voting process,” DeMarinis said. “SBE is
committed to continuous improvement of election administration, and in many cases,
issues identified in the audit have already been or will be resolved. SBE is committed to
open and transparent election administration, security and meeting proceedings. SBE has
already engaged with major stakeholders and outreach programs for the 2024 election
cycle”

The agency, which maintains records for more than 4.1 million Maryland voters, said the
more than 2,400 voter registrations belonging to potentially deceased voters is overstated.

“While SBE agrees to enhanced procedures to identify deceased and duplicate voters, it
maintains that the current processes are comprehensive and effective and notes that OLA’s
characterization of the current process and the figures in the discussion notes are
mischaracterized,” the agency wrote in a response submitted by DeMarinis.

Auditors compared state voter records as of Dec. 15, 2022 to Department of Health death
records through May of that year. Using “fuzzy matching,” the review identified more than
92,400 active voter registrations belonging to people who were potentially dead.

Fuzzy matching is a search technique that broadens the parameters. Such a search would
likely capture records for voters with similar names or other information. An additional
review would be needed to narrow the search to a specific individual.

A random review of just five of those individuals found that four were deceased.

Elections officials, in their response, said the number of potentially problematic voter
registrations is stretched over a 38-year period. More than 760 of those are not contained
in the health department database used by auditors. Those people were found to have died
in Maryland but had another state of residence listed on their death certificate.

Election officials said only 1,059 records had dates of death during the audit period. Of
those, the health department failed to send election officials information on 150 people,



leaving 908 voters who died during the audit period but whose registrations were not
canceled.

“The 908 potentially deceased voters that were not canceled account for 0.62% of all voters
that should have been removed,” elections officials wrote in their response.

“Given this percentage of successful cancellation of deceased voters, SBE maintains that
the current procedures are sufficient to identify deceased voters and cancel them,”
elections officials wrote in their response. “However, noting that there is room for
improvement, SBE will make ... changes to its processing of MDH death records.”

The report also raised questions about the timing of reporting voters who attempt to vote
more than once to state prosecutors.

Current law gives the Office of the State Prosecutor three years from the date of the
elections offense to pursue prosecution. The law does not specify a period in which state
elections officials must report those violations to prosecutors.

The audit identified 134 voters in 2020 who voted multiple times — usually twice. That
same year, 1,371 voters attempted to vote more than once.

In the July 2022 primary, auditors identified four people who voted more than once.
Another 263 were found to have attempted to vote multiple times.

Auditors noted that state elections officials referred incidents from the 2022 primary in a
timely manner. Issues found in the 2020 election, however, were not reported until April
2022 — 16 months after election results were verified.

Elections officials, in their response, blamed the delay on personnel turnover.

“In our opinion, more timely reporting by SBE would provide [the state prosecutor]
sufficient time to investigate and pursue action against individuals improperly voting,”
auditors wrote in their report.

The two elections audited fall within a time when the state expanded the use of mail-in
ballots in response to the COVID-19 pandemic. The audit does not specify if any of the
issues relate to mail-in ballots. The General Assembly has passed legislation that attempts
to address the issue of voters who may vote by mail but later attempt to cast a ballot in
person by setting guidelines for which ballot is to be counted.

The report also faulted the agency for failing to comply with the requirements of the
Open Meetings Act on three occasions.



Auditors made the finding acting on a complaint made through the office’s fraud, waste
and abuse hotline.

State law requires public bodies including the State Board of Elections to post agendas and
other materials no later than 48 hours before a meeting.

Auditors found that the board failed to do this for three of six meetings between January
and August of 2022.

Elections officials, in their response, agreed with the findings. They argued extenuating
circumstances related to ongoing litigation and the Memorial Day holiday in two of the
three instances.

The agency, in its response, noted that the March meeting materials were posted roughly
95 hours in advance. The materials for the June 2 meeting were posted 45 hours in
advance — three hours shy of the requirement.

In the case of the August 15 meeting, state elections officials called the failure to meet the
deadline “an oversight.”

This story was updated to include a statement after the audit was released. Danielle E.
Gaines contributed to this report.

Republish

:."'%I" Bryan P.Sears
"~ YJl Reporter

<. am Bryan Sears covers the governor and General Assembly, state politics and transportation for
Maryland Matters. He has covered the Maryland State House for the last two decades at the
Baltimore Sun Media Group, Patch.com and most recently, The Daily Record. Sears has won
multiple state and national awards for police and crime reporting, local and state government
coverage and investigative reporting that resulted in a guilty plea by a government official for
stealing from his own campaign account. He's a frequent radio and television contributor.

All posts by Bryan P. Sears




Audit Report

State Board of Elections

October 2023

Public Notice

In compliance with the requirements of the State Government Article Section
2-1224(i), of the Annotated Code of Maryland, the Office of Legislative Audits
has redacted cybersecurity findings and related auditee responses
from this public report.

OFFICE OF LEGISLATIVE AUDITS
DEPARTMENT OF LEGISLATIVE SERVICES
MARYLAND GENERAL ASSEMBLY




Joint Audit and Evaluation Committee
Senator Clarence K. Lam, M.D. (Senate Chair) Delegate Jared Solomon (House Chair)

Senator Joanne C. Benson Delegate Steven J. Arentz
Senator Paul D. Corderman Delegate Nicholas P. Charles II
Senator Katie Fry Hester Delegate Andrea Fletcher Harrison
Senator Shelly L. Hettleman Delegate Steven C. Johnson
Senator Cheryl C. Kagan Delegate Mary A. Lehman
Senator Cory V. McCray Delegate David Moon
Senator Justin D. Ready Delegate Julie Palakovich Carr
Senator Bryan W. Simonaire Delegate Stephanie M. Smith
Senator Craig J. Zucker Delegate M. Courtney Watson

To Obtain Further Information

Office of Legislative Audits
The Warehouse at Camden Yards
351 West Camden Street, Suite 400
Baltimore, Maryland 21201
Phone: 410-946-5900
Maryland Relay: 711
TTY: 410-946-5401 - 301-970-5401
E-mail: webmaster(@ola.state.md.us
Website: www.ola.state.md.us

To Report Fraud
The Office of Legislative Audits operates a Fraud Hotline to report fraud, waste, or abuse involving State
of Maryland government resources. Reports of fraud, waste, or abuse may be communicated anonymously
by a toll-free call to 1-877-FRAUD-11, by mail to the Fraud Hotline, c/o Office of Legislative Audits, or
through the Office’s website.

Nondiscrimination Statement
The Department of Legislative Services does not discriminate on the basis of age, ancestry, color, creed,
marital status, national origin, race, religion, gender, gender identity, sexual orientation, or disability in the
admission or access to its programs, services, or activities. The Department’s Information Officer has been
designated to coordinate compliance with the nondiscrimination requirements contained in Section 35.107
of the United States Department of Justice Regulations. Requests for assistance should be directed to the
Information Officer at 410-946-5400 or 410-970-5400.



DEPARTMENT OF LEGISLATIVE SERVICES
OFFICE OF LEGISLATIVE AUDITS
MARYLAND GENERAL ASSEMBLY

Victoria L. Gruber Gregory A. Hook, CPA

Executive Director Legislative Auditor

October 31, 2023

Senator Clarence K. Lam, M.D., Senate Chair, Joint Audit and Evaluation Committee
Delegate Jared Solomon, House Chair, Joint Audit and Evaluation Committee
Members of Joint Audit and Evaluation Committee

Annapolis, Maryland

Ladies and Gentlemen:

We have conducted a fiscal compliance audit of the State Board of Elections
(SBE) for the period beginning December 3, 2018 and ending July 31, 2022. SBE
is responsible for managing and supervising elections and voter registrations in
the State. SBE directs, supports, monitors, and evaluates the activities of each of
the 24 local boards of election (LBE).

Our audit disclosed opportunities to strengthen SBE’s existing oversight process
of voter registration records (MDVOTERS) and its election oversight
responsibilities. Specifically, SBE could enhance its procedures to fully identify
deceased or duplicate voters in MDVOTERS and ensure local boards of election
(LBEs) corrected errors in voter data identified during periodic reviews. For
example, our analysis identified 2,426 potentially deceased individuals with
active voter registration and 327 individuals with potential duplicate voter
registrations. Additionally, our audit disclosed certain controls that could enhance
the integrity of the automated vote tabulation process. Specifically, although SBE
and our post-election testing did not identify material discrepancies in the voting
results, we found that one employee was responsible for programming and
distributing the electronic ballot databases to the 24 LBEs without an independent
review to ensure the electronic ballot was accurate and consistent with the printed
ballots.

Our audit also disclosed that SBE did not always timely refer potential improper
voter activity to the Office of the State Prosecutor (OSP) for investigation and

The Warehouse at Camden Yards
351 West Camden Street - Suite 400 - Baltimore, Maryland 21201
410-946-5900 - Fraud Hotline 877-FRAUD-11
www.ola.state.md.us



prosecution. For example, for the 2020 general election, SBE identified 134
voters who voted more than once and 1,371 voters who attempted to vote multiple
times (generally twice) but did not report these individuals to OSP until April
2022 (approximately 16 months after the election results were certified).

We noted a number of deficiencies with SBE’s security and control over its
information systems. However, in accordance with the State Government Article,
Section 2-1224(i) of the Annotated Code of Maryland, we have redacted the
findings from this audit report. Specifically, State law requires the Office of
Legislative Audits to redact cybersecurity findings in a manner consistent with
auditing best practices before the report is made available to the public. The term
“cybersecurity” is defined in the State Finance and Procurement Article, Section
3.5-301(b), and using our professional judgment we have determined that the
redacted findings fall under the referenced definition. The specifics of the
cybersecurity findings were previously communicated to those parties responsible
for acting on our recommendations.

Our audit also disclosed that SBE had not established adequate controls over the
processing of payroll transactions and SBE did not always post Board meeting
agendas on its website for the public at least 48 hours in advance of the scheduled
meeting start time as required by the State’s Open Meetings Act.

Finally, our audit included a review to determine the status of the three findings
contained in our preceding audit report. For the non-cybersecurity-related finding
we determined that SBE did not satisfactorily address this one prior finding and it
is repeated in this report.

SBE’s response to this audit is included as an Appendix B to this report. In
accordance with State law, we have reviewed the response and, while SBE
generally agrees with the recommendations in this report, we identified several
significant instances in which statements in the response conflict or disagree with
the report findings. In each instance, we reviewed and reassessed our audit
documentation, and reaffirmed the validity of our finding.

In accordance with generally accepted government auditing standards, we have
included general “auditor’s comments” in Appendix A in relation to SBE’s
disagreements with the report findings. In relation to those significant instances
in which SBE did not agree with specific information included in the report
finding, we have also inserted “auditor’s comments” within the SBE’s response to
explain our position. In accordance with our policy, we have also redacted any
vendor names or products mentioned by SBE in this document. In addition,



consistent with State law, we have redacted the elements of SBE’s response
related to the cybersecurity audit findings.

We will advise the Joint Audit and Evaluation Committee of any outstanding
issues that we cannot resolve with the SBE. Notwithstanding the aforementioned
disagreements, we wish to acknowledge the cooperation extended to us during the
audit by SBE, its agreement with our recommendations and willingness to address
the audit issues and implement appropriate corrective actions.

Respectfully submitted,

Gogrg @A

Gregory A. Hook, CPA
Legislative Auditor
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Background Information
Agency Responsibilities

The Election Law Article, Section 2-101 of the Annotated Code of Maryland,
established the State Board of Elections (SBE) under the direction of a five-
member Board appointed by the Governor, with the advice and consent of the
Senate. In addition, in accordance with Section 2-201 of the aforementioned
Article, the Governor appoints local boards of election within each of the State's
24 subdivisions. Each local board is charged with overseeing the conduct of all
elections within its respective jurisdiction.

SBE is responsible for managing and supervising elections and voter registrations
in the State. SBE directs, supports, monitors, and evaluates the activities of each
local board. In addition, SBE administers sections of the Election Law Article
that govern the receipt and expenditure of funds for election campaigns and
administers the Public Financing Act, which provides for public financing of the
campaigns of eligible gubernatorial candidates who elect to use such funds. SBE
also serves as a depository for election and registration records, campaign
financial reports, and other election information.

According to the State's records, during fiscal year 2022, SBE had 46 authorized
positions and expenditures totaled approximately $49.2 million (see Figure 1 on
the following page). SBE also processes the payroll for 20 of the 24 local boards
of election, which during fiscal year 2021 totaled an additional $15.7 million, and
is subsequently reimbursed for these costs by the respective local boards of
elections.



Figure 1
SBE Positions, Expenditures, and Funding Sources
Full-Time Equivalent Positions as of June 30, 2022

Positions Percent
Filled 43 93.5%
Vacant 3 6.5%
Total 46

Fiscal Year 2022 Expenditures

Expenditures Percent
Salaries, Wages, and Fringe Benefits $5,054,254 10.3%

Technical and Special Fees 126,763 0.2%
Operating Expenses 44,056,966  89.5%
Total $49,237,983

Fiscal Year 2022 Funding Sources
Funding Percent

General Fund $22,705,664  46.1%
Special Fund 23,836,524  48.4%
Federal Fund 943,687 1.9%
Reimbursable Fund 1,752,108 3.6%
Total $49,237,983

Source: State financial and personnel records

Status of Findings From Preceding Audit Report

Our audit included a review to determine the status of the three findings contained
in our preceding audit report dated December 12, 2019. As disclosed in Figure 2
on the following page, for the non-cybersecurity-related finding, we determined
that the finding was not satisfactorily addressed and it is repeated in this report.



Figure 2
Status of Preceding Findings

Preceding s o Implementation
Finding Finding Description Statis
SBE did not perform periodic documented reviews of access |
Finding 1 | to the Statewide voter registration system (MDVOTERS) to Status Redacted
ensure access capabilities were appropriately restricted.
g SBE’s oversight processes were not sufficient to ensure the Repeated
Finding 2 o . P
accuracy of voter registration data recorded in MDVOTERS. (Current Finding 1)
SBE had not established adequate application maintenance
Finding 3 controls for developing, reviewing, approving, documenting, Status Redacted!

and placing program changes into production related to two
SBE maintained application systems.

! Specific information of the current status of this cybersecurity-related finding has been redacted
from the publicly available report in accordance with State Government Article, Section 2-
1224(i) of the Annotated Code of Maryland.




Findings and Recommendations

Statewide Voter Registration

Background

State and federal law require the State Board of Elections (SBE) to establish,
maintain, and administer a Statewide voter registration database. The Statewide
voter registration system (MDVOTERS) contains the State’s official voter
registration database and is separate from the Statewide electronic voting system.
Employees from each of the State’s 24 local boards of election (LBE) are
primarily responsible for processing (adding, deleting, changing) voter
registration data on MDVOTERS. SBE is responsible for maintaining
MDVOTERS and ensuring that the LBEs are properly processing voter data.

In addition, SBE, in concert with 25 other states and the District of Columbia,
takes part in an initiative to help ensure the accuracy of voter registration data.
Under a multi-state compact, SBE provides certain voter information to the
nonprofit Electronic Registration Information Center (ERIC)?, including the
name, date of birth, driver’s license number, and last four digits of the social
security number of each registered voter in Maryland. ERIC compares voter data
from various sources, including voters recorded as deceased on the federal death
registry, and provides state election officials with reports of potential ineligible
voters, such as voters registered in multiple states. ERIC makes use of a third-
party vendor to store and process the collected voter data.

According to SBE records, there were 4,148,651 active registered voters in
MDVOTERS as of December 2022. During calendar year 2022, there were
295,572 new voters added to and 302,208 voters removed from the database.

Finding 1

SBE could enhance its procedures to fully identify deceased or duplicate
voters recorded in MDVOTERS. Additionally, SBE did not ensure local
boards of election corrected errors in voter data identified during periodic
reviews.

Analysis

SBE could enhance its procedures to fully identify deceased or duplicate voters
recorded in MDVOTERS. Additionally, SBE did not ensure LBEs corrected
errors in voter data identified during periodic reviews.

? States’ membership in ERIC is currently in flux, as a number of states have taken actions to
withdraw from the compact. SBE advised that it intends to continue ERIC membership.
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Procedures to Identify Potentially Deceased or Duplicate Voters Could be
Enhanced

We found that SBE’s match of voter records to State death records were not as
comprehensive as necessary to identify certain potentially deceased voters. For
identifying potentially deceased voters in MDVOTERS, SBE only followed up on
individuals that were exact matches (such as identical spelling and format of
names) based on records of potentially deceased voters it receives from the
Maryland Department of Health (MDH).? SBE could be investigating the MDH
results of broader matching parameters, which would include both exact matches
and results that are very close to certain user-defined parameters (called “fuzzy”
matching). For example, “fuzzy” matching would provide match results that
reflect John T. Smith on one data set and John Thomas Smith on the other data
set. Furthermore, based on our inquiries into SBE’s procedures to identify
potentially deceased voters, SBE management advised that it determined that the
information received by SBE from MDH was not complete as it did not include
all individuals who died in Maryland.

We performed a comparison of MDVOTERS records as of December 15, 2022 to
records we obtained from MDH of deceased individuals as of May 24, 2022 using
“fuzzy” matching and identified 2,426 potentially deceased individuals with
active voter registration. Our limited review of five of these individuals disclosed
that four were deceased.

The current manual review conducted by the LBEs to identify duplicate voters
does not appear to detect all duplicate voters and we believe that a periodic
analysis of MDVOTERS could enhance SBE’s procedure. When a new voter
record is created, MDVOTERS will automatically determine if potential duplicate
voter registration records exist. If the system identifies a potential duplicate, the
corresponding LBE will be notified, and a manual review is performed by the
LBE to determine if the new voter record should be merged with an existing
record or should be considered a new record. However, we performed an analysis
of MDVOTERS records as of December 15, 2022 to identify individuals with the
same name and date of birth with different voter ID numbers. Our analysis
identified 327 potential duplicate voter registrations. We reviewed five of these
potential duplicate voter registrations with SBE management and confirmed that
all five were duplicate voter registrations.

SBE Did Not Ensure LBEs Corrected Errors in Voter Data
SBE did not ensure LBEs corrected errors in voter data identified during periodic
reviews. For example, SBE used data from ERIC to identify voters also

% Additionally, SBE receives death records from ERIC every two months, which are uploaded into
MDVOTERS for manual review by the LBEs.
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registered in other states and voters recorded as deceased on the federal death
registry. The results of these reviews were provided to the appropriate LBEs,
which were responsible for correcting voter registration in MDVOTERS. In
addition, LBEs were required to conduct monthly peer reviews of voter data
entered by other LBEs. Our review disclosed that SBE did not ensure that errors
identified by these periodic reviews were corrected by the LBEs.

e Our test of 14 LBE peer reviews performed during the period from October
2020 through August 2021 disclosed that, as of May 2022, the LBEs had not
corrected 15 of the 19 identified errors that were outstanding for 240 to 483
days. For example, as of May 2022, one LBE had not removed a voter for
332 days after receiving notification of the voter’s death.

e Our test of 10 SBE reviews performed during the period from July 2020
through October 2021 disclosed that SBE had not verified that the correction
had been made by the LBE for 11 of the 13 identified errors that were
outstanding from 117 to 398 days. For example, as of May 2022, one LBE
had not obtained support for the reactivation of a voter’s registration 329 days
after the review.

A similar finding regarding the accuracy of voter registration data was
commented upon in our preceding audit report. In response to our prior report,
SBE indicated that it had established a process to implement the recommended
corrective action in August 2019. Specifically, SBE advised that if LBEs did not
perform corrective action timely, SBE would make the correction on the LBE’s
behalf and notify the appropriate Election Director, local board members, and the
State Administrator. However, as noted above, the established process was not
performed, and the review of voter registration data remained inadequate.

Recommendation 1

We recommend that that SBE

a. enhance its procedures as noted above to fully identify deceased and
duplicate voters recorded in MDVOTERS; and

b. ensure that the LBEs have taken the appropriate corrective actions to
update voter registration records in MDVOTERS for results of various
reviews performed by the LBEs and SBE, including those noted above
(repeat).
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Election Oversight

Finding 2

Although testing did not identify material discrepancies in the voting results,
we identified opportunities to enhance the integrity of the automated vote
tabulation process.

Analysis

Although SBE and our post-election testing did not identify material
discrepancies in the voting results, we identified certain controls that could
enhance the integrity of the automated vote tabulation process. Specifically, our
review disclosed one employee was responsible for programming and distributing
the electronic ballot databases to the 24 LBEs without an independent review to
ensure the ballot as scanned and recorded in the database was accurate and
consistent with the printed ballots.

The programming of the ballot is important because the system counts votes
based on the location of the names on the ballot so discrepancies between the
printed ballots and the electronic database could result in the wrong vote being
counted. For example, if candidate A was listed before candidate B on the written
ballot but reversed in the programming of the database used to record the scanned
ballot results, it would result in the vote being credited to the wrong candidate.*

In accordance with State law SBE performed a post-election manual ballot
tabulation audit for the 2020 general election and found no significant vote
differences between the manual audit and the voting system results. In addition,
our judgmental test of 50 ballots from 5 LBEs from the 2020 general election and
the 2022 primary election did not identify variances between paper ballots and the
electronic ballot databases used to program election equipment.

Recommendation 2

We recommend that SBE establish an independent supervisory review of its
programming and distribution of the electronic ballot database. We advised
SBE on using existing personnel to establish an independent supervisory
review.

4 Although SBE performed logic and accuracy testing of election equipment after electronic ballot
databases were programmed and distributed to ensure that equipment was functioning properly,
the testing did not compensate for the lack of supervisory review over the programming and
distribution of the electronic ballot database.
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Finding 3
SBE did not always timely refer potentially improper voter activity to the
Office of the State Prosecutor (OSP) for investigation.

Analysis

SBE did not always timely refer potentially improper voter activity to OSP for
investigation. SBE conducts various reviews to identify improper voter activity,
including voters who voted or attempted to vote multiple times and votes cast
after voters were deceased. SBE forwards the results of its review to OSP for
further investigation and possible prosecution.

For the 2020 general election, SBE identified 134 voters who successfully voted
multiple times and 1,371 voters who attempted to vote multiple times.’
Additionally, for the July 2022 primary election, SBE identified 4 individuals
who successfully voted multiple times and 263 voters who attempted to vote
multiple times. While SBE timely referred the voters from the July 2022 primary
election to OSP, SBE did not refer the individuals it identified in the 2020 general
election to OSP until April 2022 (approximately 16 months after the election
results were certified). SBE explained the untimely referral was due to personnel
turnover.

At the time of our audit, State law provided that OSP had three years from the
date when the election offense occurred to pursue prosecution for violations of
State voting statutes, although there is no criteria for the timing of SBE reporting
of a potential election offense to the OSP. In our opinion, more timely reporting
by SBE would provide OSP sufficient time to investigate and pursue action
against individuals improperly voting.

Recommendation 3
We recommend that SBE, in conjunction with the OSP, establish guidance
for timely referral to the OSP of potentially improper voter activity.

5 Although we have used “multiple”, in the overwhelming number of cases, the individuals voted
or attempted to vote twice.
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Information Systems Security and Control

We determined that the Information Systems Security and Control section,
including Findings 4 through 6 related to “cybersecurity”, as defined by the State
Finance and Procurement Article, Section 3.5-301(b) of the Annotated Code of
Maryland, and therefore are subject to redaction from the publicly available audit
report in accordance with the State Government Article 2-1224(i). Consequently,
the specifics of the following findings, including the analysis, related
recommendations, along with SBE’s responses, have been redacted from this
report copy.

Finding 4
Redacted cybersecurity-related finding.

Finding 5
Redacted cybersecurity-related finding.

Finding 6
Redacted cybersecurity-related finding.

Payroll

Finding 7
SBE had not established adequate controls to ensure the propriety of payroll
transactions, including adjustments to employee leave balances.

Analysis

SBE had not established adequate controls over the processing of payroll
transactions on the Statewide Personnel System (SPS). According to the State’s
records, payroll expenditures totaled approximately $21.1 million during fiscal
year 2022, which includes $15.9 million of payroll expenditures for the 20 LBEs
whose payrolls are processed by SBE.

e SBE did not ensure that all employees recorded their time in SPS and that
designated supervisors approved the reported time prior to processing payroll.
We judgmentally selected 17 employees’ time entries from 19 different pay
periods and found 5 employees who did not record all their time in SPS during
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11 pay periods.® For example, one employee did not record time in SPS for 3
pay periods. In addition, the designated supervisor did not approve the time
recorded by 9 employees over 7 pay periods. We noted that for 6 of these 9
employees, 224 leave hours (personal, annual, and sick) used during the pay
periods tested were not reduced from the employee's leave balance.

SBE did not use available system output reports to ensure leave adjustments in
SPS were proper. During the period of December 3, 2018 through July 31,
2022, SBE processed 456 leave adjustments (such as leave bank enrollments)
that increased employee leave balances by 5,523 hours and decreased leave
balances by 7,423 hours. Our test of 10 leave adjustments processed by SBE
disclosed 4 adjustments that did not appear to be justified or proper. For
example, 2 adjustments tested included 107 hours of parental leave awarded to
2 employees valued at $1,660 that exceeded the 555 hours parental leave
allowed by State law.

SBE did not verify that the total payroll, as reflected in the Comptroller of
Maryland’s Central Payroll Bureau (CPB) payroll registers, agreed with SPS
payroll summary reports reflecting the amount that should have been paid
based on each employee’s approved work time and salary information. The
verification is necessary because certain unique SPS design features often
result in differences between the CPB and SPS. For example, CPB payroll
registers only reflect activity processed during the particular pay period while
SPS payroll summary reports will reflect all activity relevant to the pay period
irrespective of when the transactions were processed. We compared SBE’s
CPB payroll registers with the SPS payroll summary report for the pay period
ending January 25, 2022 and did not identify any unexplainable differences.

Recommendation 7
We recommend that SBE

a.

ensure that all employee time is properly recorded by employees and
approved by designated supervisors prior to payroll processing;
independently verify leave balance adjustments to ensure that only
authorized adjustments have been processed and take appropriate
corrective action when errors are noted, including those noted above; and
reconcile total payroll as reflected in CPB payroll registers each pay
period with SPS payroll summary reports, investigate any differences,
and ensure that those reconciliations are documented.

® The employees were judgmentally selected from the Report of CPB earnings by pay period and

the SPS Reporting of unapproved time and time off.

16



Board Meetings

Finding 8

SBE did not always post Board meeting agendas on its website at least 48
hours in advance of the scheduled meeting start time as required by the
State’s Open Meetings Act.

Analysis

SBE did not always post Board meeting agendas on its website at least 48 hours
in advance of the scheduled meeting start time as required by the Open Meetings
Act. The Open Meetings Act of 2020 requires a number of agencies, including
SBE, to (publicly) share meeting agendas online at least 48 hours in advance of
convening in order to help improve transparency and accountability. Our Fraud
Investigation Unit received a referral to our fraud, waste, and abuse hotline
regarding concerns with the untimely public posting of SBE agendas in advance
of scheduled meetings. As a result, we reviewed SBE’s website for its posting of
agendas for the six regular meetings held between January 2022 and August 2022.

Our test disclosed three meetings in which SBE posted the related agenda less
than 48 hours in advance of the meeting's start time as required by the Act.
Specifically, SBE posted these agendas 1.5 hours, 26.5 hours and 45.5" hours in
advance of the meeting’s scheduled start time instead of the required 48 hours.
SBE advised us that the posting delays were due to additional time needed to
prepare the agenda or human error.

Recommendation 8

We recommend that SBE comply with the Open Meetings Act and publicly
post all meeting agendas on its website at least 48 hours in advance of the
meeting starting time.

7 These times reflect the posting of the original agenda, certain of which were subsequently
updated with the final agenda posted closer to the meeting. For example, the aforementioned
agenda posted 45.5 hours before the meeting was subsequently updated with the final agenda
posted only 5.5 hours before the meeting. The Act makes no provision or allowance for posting
a “final” agenda less than 48 hours before the meeting; in other words, the final agenda should
be posted 48 hours prior to the regularly scheduled meeting.
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Audit Scope, Objectives, and Methodology

We have conducted a fiscal compliance audit of the State Board of Elections
(SBE) for the period beginning December 3, 2018 and ending July 31, 2022. The
audit was conducted in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on our audit
objectives.

As prescribed by the State Government Article, Section 2-1221 of the Annotated
Code of Maryland, the objectives of this audit were to examine SBE’s financial
transactions, records, and internal control, and to evaluate its compliance with
applicable State laws, rules, and regulations.

In planning and conducting our audit, we focused on the major financial-related
areas of operations based on assessments of significance and risk. The areas
addressed by the audit included voter registration, election oversight,
procurements, disbursements, and payroll. We also determined the status of the
findings included in our preceding audit report.

Our audit did not include an evaluation of internal controls over compliance with
federal laws and regulations for federal financial assistance programs and an
assessment of SBE’s compliance with those laws and regulations because the
State of Maryland engages an independent accounting firm to annually audit such
programs administered by State agencies, including SBE.

Our assessment of internal controls was based on agency procedures and controls
in place at the time of our fieldwork. Our tests of transactions and other auditing
procedures were generally focused on the transactions occurring during our audit
period of December 3, 2018 to July 31, 2022, but may include transactions after
this period as we considered necessary to achieve our audit objectives.

To accomplish our audit objectives, our audit procedures included inquiries of
appropriate personnel, inspections of documents and records, tests of transactions,
and to the extent practicable, observations of SBE’s operations. Generally,
transactions were selected for testing based on auditor judgment, which primarily
considers risk, the timing or dollar amount of the transaction, or the significance
of the transaction to the area of operation reviewed. As a matter of course, we do
not normally use sampling in our tests, so unless otherwise specifically indicated,
neither statistical nor non-statistical audit sampling was used to select the
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transactions tested. Therefore, unless sampling is specifically indicated in a
finding, the results from any tests conducted or disclosed by us cannot be used to
project those results to the entire population from which the test items were
selected.

We also performed various data extracts of pertinent information from the State’s
Financial Management Information System (such as revenue and expenditure
data) and the State’s Central Payroll Bureau (payroll data). The extracts are
performed as part of ongoing internal processes established by the Office of
Legislative Audits and were subject to various tests to determine data reliability.
We determined that the data extracted from these sources were sufficiently
reliable for the purposes the data were used during this audit. We also extracted
data from the MDVOTERS voter registration database, the Maryland Department
of Health’s Vital Records database, and the Administrative Office of the Courts
for the purpose of performing certain tests and to compare these data sets for
testing purposes. We performed various tests of the relevant data and determined
that the data were sufficiently reliable for the purposes the data were used during
the audit. Finally, we performed other auditing procedures that we considered
necessary to achieve our objectives. The reliability of data used in this report for
background or informational purposes was not assessed.

SBE’s management is responsible for establishing and maintaining effective
internal control. Internal control is a process designed to provide reasonable
assurance that objectives pertaining to the reliability of financial records,
effectiveness and efficiency of operations including safeguarding of assets, and
compliance with applicable laws, rules, and regulations are achieved. As
provided in Government Auditing Standards, there are five components of
internal control: control environment, risk assessment, control activities,
information and communication, and monitoring. Each of the five components,
when significant to the audit objectives, and as applicable to SBE, were
considered by us during the course of this audit.

Because of inherent limitations in internal control, errors or fraud may
nevertheless occur and not be detected. Also, projections of any evaluation of
internal control to future periods are subject to the risk that conditions may
change or compliance with policies and procedures may deteriorate.

Our reports are designed to assist the Maryland General Assembly in exercising
its legislative oversight function and to provide constructive recommendations for
improving State operations. As a result, our reports generally do not address
activities we reviewed that are functioning properly.
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This report includes findings relating to conditions that we consider to be
significant deficiencies in the design or operation of internal control that could
adversely affect SBE’s ability to maintain reliable financial records, operate
effectively and efficiently, and/or comply with applicable laws, rules, and
regulations. Our report also includes findings regarding significant instances of
noncompliance with applicable laws, rules, or regulations. Other less significant
findings were communicated to SBE that did not warrant inclusion in this report.

State Government Article Section 2-1224(i) requires that we redact in a manner
consistent with auditing best practices any cybersecurity findings before a report
is made available to the public. This results in the issuance of two different
versions of an audit report that contains cybersecurity findings —a redacted
version for the public and an unredacted version for government officials
responsible for acting on our audit recommendations.

The State Finance and Procurement Article, Section 3.5-301(b), states that
cybersecurity is defined as “processes or capabilities wherein systems,
communications, and information are protected and defended against damage,
unauthorized use or modification, and exploitation”. Based on that definition, and
in our professional judgment, we concluded that certain findings in this report fall
under that definition. Consequently, for the publicly available audit report all
specifics as to the nature of cybersecurity findings and required corrective actions
have been redacted. We have determined that such aforementioned practices, and
government auditing standards, support the redaction of this information from the
public audit report. The specifics of these cybersecurity findings have been
communicated to SBE and those parties responsible for acting on our
recommendations in an unredacted audit report.

SBE’s response to our findings and recommendations is included as an appendix
to this report. Depending on the version of the audit report, responses to any
cybersecurity findings may be redacted in accordance with State law. As
prescribed in the State Government Article, Section 2-1224 of the Annotated
Code of Maryland, we will advise SBE regarding the results of our review of its
response.
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APPENDIX A

The State Board of Elections (SBE) has indicated disagreement with the factual
accuracy of several findings in this report, and in some cases, indicates that we
mischaracterized or did not support the issues being presented in the finding.
Despite these disagreements, SBE has agreed to implement the related
recommendations. While we welcome and appreciate SBE explanations and
justifications for the deficiencies to provide added insight, as noted below the
information provided by SBE did not refute our findings.

For each SBE disagreement, we reviewed and reassessed our audit documentation
and reaffirmed the validity of our findings and related recommendations.
Contrary to the assertions made in the response, the findings contained in this
audit report are factually accurate, fairly presented, and properly supported in
accordance with government auditing standards. In relation to those significant
instances in which SBE did not agree with specific information included in the
report finding, additional details to explain our position are included in the
auditor’s comments within SBE’s response.
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State Board of Elections

Agency Response Form

Statewide Voter Registration

Finding 1

SBE could enhance its procedures to fully identify deceased or duplicate voters recorded in
MDVOTERS. Additionally, SBE did not ensure local boards of election corrected errors in
voter data identified during periodic reviews.

We recommend that SBE

a. enhance its procedures as noted above to fully identify deceased and duplicate voters
recorded in MDVOTERS; and

b. ensure that the LBEs have taken the appropriate corrective actions to update voter
registration records in MDVOTERS for results of various reviews performed by the
LBEs and SBE, including those noted above (repeat).

Analysis

Please provide
additional comments as
deemed necessary.

Procedures to Identify Potentially Deceased or Duplicate Voters Could
be enhanced.

While SBE agrees to enhanced procedures to identify deceased and
duplicate voters, it maintains that the current processes are
comprehensive and effective and notes that OLA’s characterization of
the current process and the figures in the discussion notes are
mischaracterized. Moreover, the manual review required to enhance
procedures will require additional staff given the current workload of the
unit.

This response addresses each of the areas separately below:

Potentially Deceased Voters

OLA states that “for identifying potentially deceased voters in
MDVOTERS, SBE only followed up on individuals that were exact
matches (such as identical spelling and format of names) based on
records of potentially deceased voters it receives from ERIC and the
Maryland Department of Health (MDH).” This is inaccurate. SBE
follows up on all records received to determine if they are a match to a
voter in the voter registration database. In determining whether a match
exists, SBE requires an exact match on date of death, date of birth, and
first name. A fuzzy match is performed on last name. OLA next states
that its proposed solution “would provide match results that reflect John
T. Smith on one data set and John Thomas Smith on the other data set.”
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State Board of Elections

Agency Response Form

This statement implies that SBE logic would currently not provide a
match. However, current matching logic would provide such a match.

OLA identified 2,426 potentially deceased voters with dates of death
from 1984 to the end of the audit period - a 38-year window. SBE
reviewed the information provided for each of the 2,426 voters by first
searching MDVOTERS to ensure that the voter was not canceled. If the
voter was still active, the information was searched in the MDH
Interface in MDVOTERS. If an exact match was not found, the date of
death or date of birth was used to complete the search. The MDH record
that matched either date of death or date of birth was compared against
the voter record to determine if the records were for the same person. If
the voter record and death record had a “fuzzy match” on one name
(potential misspelling, special character, different middle name or initial)
but the same first or last name, same date of birth, and same date of
death, the voter was identified as a match.

During this process to review all 2,426 records, SBE did not locate
information for 761 voters on the MDH interface. This means that MDH
did not provide SBE death records for 761 of the voters. Upon
researching these voters, it was determined that the voters died in
Maryland but listed another state as their residence on their death
certificate. Both OLA and MDH acknowledge that this data was not
sent to SBE and, currently, cannot be provided to SBE by MDH due to
agency policy. However, OLA has issued a finding holding SBE
accountable for not processing records that it has not

received. Furthermore, SBE requested that OLA provide the source of
this data several times so that it could ensure proper follow up, but this
information has not yet been provided.

In addition, three of the potentially deceased voters were not deceased,
as the information identified by OLA was not a match for a voter in the
MDH interface. This information was provided to OLA, yet the voters
remain in the finding. If these results are removed from the number of
records for which death records were received but not processed, the
number of records received but not processed is 1,662 records.

In order to quantify the effectiveness of SBE’s current matching process,
these numbers must be viewed in context. One thousand fifty-nine
(1,059) of all records provided by OLA had dates of death during the
audit period. All other dates of death preceded the audit period. SBE
did not receive death information from MDH for 150 individuals and
one was a duplicate, leaving 908 voters that were not canceled during the
audit period. In context, during the same time the LBEs canceled
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Agency Response Form

145,931 voters due to receiving death notices from all sources - ERIC,
MDH, reports of family members, etc. The 908 potentially deceased
voters that were not canceled account for 0.62% of all voters that should
have been removed. Regarding the voters that were not canceled after
receiving notification of death, none of these voters were an exact match
to an active voter in our database. Rather, all had either a special
character in their name or different spelling of their first or last name that
prevented MDVOTERS from identifying the voter as a match.

Given this percentage of successful cancellation of deceased voters, SBE
maintains that the current procedures are sufficient to identify deceased
voters and cancel them. However, noting that there is room for
improvement, SBE will make the following changes to its processing of
MDH death records. SBE will implement changes to the matching
process to include non-exact matches on first or last name due to
hyphens or apostrophes. These will be sent to the LBEs for processing
as normal. In addition, SBE will create a monthly list of all deceased
residents who are not forwarded to LBEs for processing, because they do
not match a voter in MDVOTERS. Additional SBE staff has been
requested to facilitate a manual “fuzzy match” analysis on those records.

Duplicate Voters

SBE disagrees with the finding that “a periodic analysis of
MDVOTERS” is not completed by SBE. SBE uses a multiple step
process to identify potential duplicate voters. As described in the
finding, the MDVOTERS system has logic that identifies potential
duplicate voters as a duplicate when a new voter record is created. If a
duplicate voter is erroneously entered into MDVOTERS, there are
several period reviews that identify duplicate entries. SBE receives
ERIC reports every two months that identify potential duplicate voters.
Prior to each election, SBE staff exports from MDVOTERS a list of all
registered voters to load into the electronic pollbooks that are used at
voting locations. These processes are so effective that OLA identified
only 268 duplicate records of 4,148,651 active voter records in the SBE
database. This number represents 0.00645% of all active registered
voters.

OLA identified 327 pairs of records as potential duplicates. SBE
reviewed all duplicate records using the following process: each of the
327 pairs of records provided were compared using information in
MDVOTERS to ensure that the records were the same voter.

SBE found that fifty-nine of the 327 records had previously been
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identified and corrected after the close of the 2022 General Election.
Since records cannot be merged during an election, there was a backlog
that was alleviated between December 2022 and March 2023, and none
of the pairs of records contained duplicate voting history. This left 268
duplicate records - 0.00645% - of 4,148,651 active voter records in
MDVOTERS. We have provided OLA with this information, but the
number has not been adjusted in the findings. Furthermore, SBE lacks
sufficient information to respond to the finding regarding five sample
cases. The cases were not identified, such that SBE could review the
records to determine.

SBE Did Not Ensure LBEs Corrected Errors in Voter Data

OLA found that SBE did not ensure that the LBEs corrected errors in
voter data identified during periodic reviews. Specifically, 15 of 19
identified errors from peer reviews were not corrected and eleven of 13
identified errors from SBE reviews were not corrected.

Each month, the LBEs perform peer reviews of changes made to critical
data in MDVOTERS. Each LBE is assigned another LBE and using
procedures and requirements set out by SBE, reviews certain
transactions performed by that LBE. SBE randomly selects four of the
peer reviews to audit monthly in a quality assurance review. If an LBE
fails to follow the proper procedure in making changes to critical data in
MDVOTERS, an exception is noted by SBE. SBE notifies the LBEs of
exceptions discovered during the SBE quality assurance review and
requires the LBE to submit a corrective action plan, with an estimated
completion date.

During the audit period, the LBEs reviewed 618,977 transactions using
the peer review process. SBE audited 10,748 of these transactions and
identified 738 exceptions. Of the 738 exceptions, 712 were corrected by
the LBE using the process described above. There were 26 errors that
were not corrected, which accounts for .0042% of all transactions,
0.24% of audited transactions, and 3.52% of all exceptions identified
during the review process. That said, the process will be updated to
ensure that 100% of identified exceptions are corrected. The new
process is described below in the Recommendations portion of this
discussion note.

Auditor’s Comment: Although SBE agrees with the audit recommendations, SBE

indicated that the Office of Legislative Audits (OLA) did not provide the source of its

data used to identify deceased voters. Contrary to these assertions, during the course of
the audit, OLA provided SBE with the deceased voter information as well the source of
the information on which the finding was based. OLA also referred SBE to appropriate
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personnel at the Maryland Department of Health (MDH) from which OLA obtained the
information. Consequently, it remains for SBE to work in conjunction with legal counsel
and MDH to obtain a complete record of deceased individuals or determine if any
statutory limitations exist preventing MDH from providing a complete record.

SBE also stated that our analysis included individuals with dates of death that preceded
the current audit period. As noted in the “Audit Scope, Objectives, and Methodology”
section of our audit report, activity subject to audit may extend beyond the audit period.
Regardless, we contend that deceased individuals should be promptly removed from
voter registration records upon identification especially if they have been deceased for
extended periods.

SBE further disagreed with our finding related to deceased voters and stated that the
current SBE match logic would identify deceased individuals who are contained on voter
records such as the example “John T. Smith and John Thomas Smith” noted in our
finding. However, SBE’s current procedures require exact match of first name, date of
death, and date of birth. These procedures would not produce a match result as the first
name field in the two data sets was formatted differently. Specifically, one data set
included first name and middle initial within the first name field while the other data set
has a separate middle name field. The current match does not use “fuzzy” match on the
first name field, so “John T.” will not match “John”.

SBE also indicated that our counts related to potentially deceased voters and duplicate
voters included errors. We provided summaries of all records included in our audit
finding to SBE personnel for review. Our audit staff worked extensively with SBE
personnel to ensure our analysis was accurate and the audit report reflects adjustments
made based on supporting documentation provided by SBE to OLA. If there are errors
remaining, of which we know of no specific example, it is directly due to inaccurate or
unreliable information provided us by SBE.

Recommendation 1a

Agree | Estimated Completion Date: | ongoing

Please provide details of
corrective action or
explain disagreement.

Agree. Additional SBE staff has been requested to facilitate a manual
“fuzzy match” analysis on those records, as the workload exceeds
current agency resources.
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1. Death Records: SBE has implemented manual “fuzzy
matching” criteria to improve upon its already existing
“fuzzy matching” logic and comprehensive review
process. SBE created a monthly list of all deceased
residents who are not forwarded to LBEs for processing,
because they do not match a voter in MDVOTERS.
Additional SBE staff has been requested to facilitate a
manual “fuzzy match” analysis on those records, as the
workload exceeds current agency resources. The request
of a new position is dependent on the outcome of the
process to request and fund a new position. SBE has
initiated this process.

2. Duplicate Voters: SBE will continue to use the existing
“fuzzy matching” criteria, given the success of
identifying duplicate records. SBE will supplement the
existing list maintenance processes with a quarterly
review of the Potential Duplicate Voters
Report. Implementation of the new quarterly review will
commence in the 4th quarter of calendar year 2023.

Recommendation 1b

Agree l Estimated Completion Date: ] completed

Please provide details of
corrective action or
explain disagreement.

SBE has changed the critical oversight process to ensure all identified
exceptions are corrected. The data audit summary report will continue
to be forwarded to the LBE Election Director and Deputy Director when
complete. SBE will make corrections during the review and note the
same in the summary report.
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Election Oversight

Finding 2
Although testing did not identify material discrepancies in the voting results, we identified
opportunities to enhance the integrity of the automated vote tabulation process.

We recommend that SBE establish an independent supervisory review of its programming
and distribution of the electronic ballot database. We advised SBE on using existing
personnel to establish an independent supervisory review.

Analysis

Please provide We agree with the finding. In February 2023, we established an
additional comments as | independent supervisory review of the programming and distribution of
deemed necessary. the ballot database. This review will be used in all future elections.
Recommendation 2 | Agree | Estimated Completion Date: | 2/1/2023
Please provide details of | Established the ElectionWare Database & Paper Ballot Verification
corrective action or Policy

explain disagreement.
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Finding 3

SBE did not always timely refer potentially improper voter activity to the Office of the
State Prosecutor (OSP) for investigation.

We recommend that SBE, in conjunction with the OSP, establish guidance for timely
referral to the OSP of potentially improper voter activity.

Agency Response

deemed necessary.

Analysis
Please provide OLA states that “for the 2020 general election, SBE identified 134
additional comments as | yoters who successfully voted multiple times and 1,371 voters who

attempted to vote multiple times.” This number of voters who attempted
to vote multiple times is not accurate. A scheduling error in
MDVOTERS assigned an additional voting credit to 28 Harford County
voters. These voters’ records have been corrected. The number of voters
who voted more than once is 106, not 134.

The totals for the 2022 elections are accurate. However, it should be
noted that the review is ongoing and supplemental information is being
reviewed and provided to OSP on a rolling basis.

Recommendation 3

Agree | Estimated Completion Date: | 12/31/2023

Please provide details of
corrective action or
explain disagreement.

SBE agrees generally with this recommendation but notes that the
review process depends on receiving the LBE’s analysis and
documents. Given these limitations, SBE will keep OSP informed on
the estimated timeline for submitting this information.
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Information Systems Security and Control

The Office of Legislative Audits (OLA) has determined that the Information Systems Security
and Control section, including findings 4 through 6 related to “cybersecurity”, as defined by the
State Finance and Procurement Article, Section 3.5-301(b) of the Annotated Code of Maryland,
and therefore are subject to redaction from the publicly available audit report in accordance with
the State Government Article 2-1224(i). Although the specifics of the following findings,
including the analysis, related recommendations, along with SBE’s responses, have been
redacted from this report copy, SBE’s responses indicated agreement with the findings and
related recommendations.

Finding 4
Redacted cybersecurity-related finding.

Agency Response has been redacted by OLA.

Finding 5
Redacted cybersecurity-related finding.

Agency Response has been redacted by OLA.

Finding 6
Redacted cybersecurity-related finding.

Agency Response has been redacted by OLA.
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Finding 7

SBE had not established adequate controls to ensure the propriety of payroll transactions,
including adjustments to employee leave balances.

We recommend that SBE

a. ensure that all employee time is properly recorded by employees and approved by
designated supervisors prior to payroll processing;

b. independently verify leave balance adjustments to ensure that only authorized
adjustments have been processed and take appropriate corrective action when errors
are noted, including those noted above; and

¢. reconcile total payroll as reflected in CPB payroll registers each pay period with SPS
payroll summary reports, investigate any differences, and ensure that those
reconciliations are documented.

deemed necessary.

Analysis
Please provide OLA’s analysis includes unclear statements about their findings related
additional comments as | to the 17 employees’ time entries tested as part of the audit. The

statement “S employees [] did not record all their time in SPS during 11
pay periods” could be read to mean that each of the five employees did
not record time entries in eleven pay periods (which would be incorrect)
or there were eleven pay periods when the five employees did not record
time entries (which would be correct). Similarly, the statement that
supervisors “did not approve the time recorded by 9 employees over 7
pay periods” could be read to mean that 9 employees’ time was not
approved for 7 pay periods (which would be incorrect) or there were 7
pay periods when 9 employees’ time was not approved (which would be
correct). In OLA’s analysis, it states that used leave hours were not
reduced from the employee’s leave balance. Once OLA identified this
issue, we corrected the employee’s leave balances.

Auditor’s Comment: SBE’s response claims that some statements in our analysis are

unclear. During the audit, we met with SBE to clarify the statements and it was our
understanding that they were understood by SBE at the time. Nevertheless, to again
clarify, we judgmentally selected time entries for 17 employees over 19 different pay
periods and determined that 5 employees did not record their time in 11 pay periods.
Additionally, the 224 leave hours used during the pay periods tested which were not
reduced from the leave balance related to 6 of the 9 employees that we identified as not
having supervisory review of the recorded time.
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Recommendation 7a

Agree Estimated Completion Date: Every 2

weeks

Please provide details of
corrective action or
explain disagreement.

In September 2022, we implemented new timesheet

procedures. Employees who have not submitted and supervisors who
have not approved a timesheet by the end of the pay period are sent
email reminders. This procedure ensures that all timesheets are
submitted and approved by the end of the pay period.

Recommendation 7b

Agree Estimated Completion Date: T complete

Please provide details of
corrective action or
explain disagreement.

The new leave adjustment procedure was implemented in November
2022. The procedure ensures that there is documentation of all leave
adjustments. Leave adjustments are now handled by two individuals,
with one person entering into SPS the adjustment and the other person
verifying that the information is authorized and accurate.

Recommendation 7c¢

Agree | Estimated Completion Date: | complete

Please provide details of
corrective action or
explain disagreement.

In December 2022, we implemented a new reconciliation process for
payroll. Each pay period, CPB’s payroll registers are reconciled with the
SPS’s payroll summary reports ensuring there are no discrepancies. The
documents are uploaded to a Smartsheet and signed by the individual
who verified the information.
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Board Meetings

Finding 8
SBE did not always post Board meeting agendas on its website at least 48 hours in advance
of the scheduled meeting start time as required by the State’s Open Meetings Act.

We recommend that SBE comply with the Open Meetings Act and publicly post all meeting
agendas on its website at least 48 hours in advance of the meeting starting time.

Analysis

Please provide SBE concurs with OLA’s analysis and would like to explain why the

additional comments as | agenda for three meetings was not posted within 48 hours of the
deemed necessary. meeting.

e March 10, 2022 Meeting: The agenda was posted on SBE’s
website on March 9, 2022 at 11:11 am (26 hours before the
meeting). This meeting was a combined February and March
2022 meeting - the agenda was robust and there were many
documents to compile and distribute. This meeting was held
during a busy time, when SBE was in the midst of litigation
challenging the 2022 redistricting plans and revising election
calendars to reflect court-ordered changes to key election
deadlines.

« June 2, 2022 Meeting: The agenda was posted on SBE’s website
on May 31, 2022 (45.83 hours before the meeting). This meeting
was held the week of Memorial Day, and May 31 was the first
business day of the week. This meeting was also held during a
busy time with two court cases heard the prior week and the
webmaster was converting the certified ballots into other ballot
formats (e.g., formats for web delivery ballots, sample ballots for
the local boards).

o August 15,2022 Meeting: Although this meeting was the
monthly meeting, the primary purpose of this meeting was for the
State Board of Elections to certify the results of the 2022 Primary
Election. This date was dependent on the local boards of
canvassers certifying the local results, including the re-scanning
of ballots in Frederick County, and the meeting was held in the
midst of receiving ballot questions, LBE requests for emergency
polling place changes, and internal discussions about a lawsuit to
allow for pre-election day counting of mail-in ballots. The
failure to post the agenda for this meeting was purely an
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oversight. The Chairman approved the agenda on August 5,
2022, meeting materials were distributed to the members on
August 8, 2022, and speakers were added to the virtual meeting
invite on August 12, 2022. The agenda and materials were
distributed in a timely manner, but the posting of the same was
not done.

Recommendation Agree | Estimated Completion Date: | monthly

Please provide details of| SBE agrees with the recommendation.
corrective action or
explain disagreement.

Page 13 of 13




Board of Elections: Washington
User Name: Hall, Sarah

Monthly Statistical Report

Date: 11/14/2023
Report No.: VR-013

Last Transaction Date From: 10/01/2023 To: 10/31/2023

ADDITIONS TO COUNTY REGISTRATION

METHOD DEM REP LIB UNA OTHERS TOTAL EXACT DUPES
By Mail 1 0 0 0 0 il 1
In Person 0 1 0 0 1 0
Jury Notice 3 1 0 3 0 7 0
Motor Vehicle Administration 111 98 5 150 6 370 1
NVRA by Mail 1 | 0 0 0 2 0
Online Mail In Request 0 0 0 1 0 i 0
Online Voter Registration 5 6 0 2 0 13 0
Social Security Administration 5 4 0 3 0 12 0
State Designated Agencies 1 3 0 5 0 9 1
USPS Sticker 0 1 0 0 0 1 0
TOTAL 1227/ 1455 5 164 6 417 3
SUBTRACTIONS FROM COUNTY ACTIVE STATUS
REASON DEM REP LIB UNA OTHERS TOTAL
Confirmation Mail Process-NVRA 10 6 0 10 0 26
Criminal Conviction/Infamous Crime 2 0 0 5
Criminal Convictions/Infamous Crimes 1 0 0 0 il
Death Notice 36 46 0 14 2 98
Death Notices Other than DHMH 0 0 0 4. 0 1
Moved Out of State il 4 0 1 0 6
Non-Citizen 1 0 0 0 0 1
Returned VNC il 0 0 1 0 2
Voter Request 1 0 0 1 1 3
Duplicate/Merged 0 2 0 0 0 2.
County Transfer Out -52 =32 -1 -27 =2 -114
TOTAL 105 ol 1 55 5 257
AFFILIATION CHANGES
CHANGE DEM REP LIB UNA OTHERS TOTAL
From 46 38 3 22 8 1517,
MDVOTERS Page : 1




Board of Elections: Washington
User Name: Hall, Sarah

Monthly Statistical Report

Date: 11/14/2023
Report No.: VR-013

Last Transaction Date From: 10/01/2023 To: 10/31/2023

To 14 41 3 13 1L7/
TOTAL -32 3 0 5 0
CURRENT ACTIVE REGISTRATION
ACTIVITY DEM REP LIB UNA OTHERS TOTAL
BEGINNING OF REPORT 31100 44051 638 22952 1132 99873
ADDITIONS (+) 127 115 5 164 6 417
REINSTATED (+) 2 8 1 15 1 27
CANCELLED (-) -42 =53 0 =17 =3 -115
COUNTY TRANSFER OUT (-) -52 =32 =] -27 ~2 -114
AFFILIATION CHANGES (+ OR -) -32 3 0 24 5 0
* INACTIVATED (-) -10 -6 0 =11 0 =247,
* REACTIVATED (+) 24 23 1 23 0 /el
END OF REPORT TOTALS 31117 44109 644 23123 1139 100132

MDVOTERS

Page : 2




Board of Elections: Washington
User Name: Hall, Sarah

Monthly Statistical Report

Date: 11/14/2023
Report No.: VR-013

Last Transaction Date From: 10/01/2023 To: 10/31/2023

SUBTRACTIONS FROM COUNTY INACTIVE STATUS

INACTIVE REGISTRATION

REASON DEM REP LIB UNA OTHERS TOTAL
Confirmation Notice 1 1 0 2 0 4
Criminal Conviction/Infamous Crime 1 0 0 0 0 1
Death Notice 5 3 0 1 0 9
Jury Notice 1 0 0 0 0 1
Motor Vehicle Administration 23 23 0 17 0 63
Moved Out of State 5 3 0 1 1 10
Online Voter Registration 0 0 0 1 1 2
State Designated Agencies 1 0 0 0 0 1
Duplicate/Merged 0 0 0 0 0 0
County Transfer Out -6 -2 -1 -6 0 -15
TOTAL 43 32 1 28 2 106
CURRENT INACTIVE REGISTRATION
ACTIVITY DEM REP LIB UNA OTHERS TOTAL
BEGINNING OF REPORT 3567 3722 112 3070 162 10633
* INACTIVATED (+) 10 6 0 11 0 27
*REACTIVATED (-) -26 -24 0 -20 -1 71
COUNTY TRANSFER OUT (-) -6 -2 -1 -6 0 -15
AFFILIATION CHANGES (+ OR -) 0 0 0 0 0 0
CANCELLED FROM INACTIVE (-) -13 -7 0 -5 -1 -26
PENDING FROM INACTIVE (-) 0 0 0 0 0 0
TOTAL INACTIVE 3532 3695 111 3050 160 10548
TOTAL REGISTRATION RECORDS
ACTIVE AND INACTIVE REGISTRATION
ACTIVITY DEM REP LIB UNA OTHERS TOTAL
ACTIVE REGISTRATION 31117 44109 644 23123 1139 100132
INACTIVE REGISTRATION 3532 3695 111 3050 160 10548
TOTAL RECORDS 34649 47804 755 26173 1299 110680
MDVOTERS Page : 3




Board of Elections: Washington icti Date: 11/14/2023
User Name: Hall, Sarah Monthly StatIStlcal Report Report No.: VR-013

Last Transaction Date From: 10/01/2023 To: 10/31/2023

Address Changes Within Jurisdiction 616

Address Changes Statewide 28159 Confirmation Mailings Sent — 1534
Name Changes 255 Confirmation Responses 3
Number of current Statewide voter registration application on hand Number of NVRA Agency voter registration Applications on hand

Signature of person who prepared the report Date report completed

Other = Those individulas designating affliation with a party that is T Unaffiliated = those individuals declining to affiliate with a party.

not established under Maryland Law.
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