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Big data: from marketing to

safer streets

Can commercial big data improve pre-crime analytics?

by Stephan D. Hofstetter

Intelligence-led policing has been around since the 1990s, but as elements such as profiling are
still controversial and there are no universally established procedures for acting on the intelligence,
success has been limited. In the private sector, big data has been successfully used in precision
marketing and credit risk analysis. Ethical and legal constraints have been limiting governments in
their use of predictive methods while commercial options seem rather ‘open-sky’ in comparison.
Anonymised data collected by the private sector could be used to enhance models of criminal
projections. How predictive analytics can improve crime prevention has therefore become the

subject of a study.

The issue

While intelligence-led policing is an important topic
and field of ongoing research within the various police
units, the introduction, application and response are
still in an experimental stage. Intelligence-led policing
“is a collaborative enterprise based on improved
intelligence operations and community-oriented
policing and problem-solving, which the field has
considered beneficial for many years.”[l In recent
years, governments’ expectations regarding successful
policing and crime prevention have increased. Recent
terror attacks have furtherincreased the pressure on
police forces and internal and external migration have
affected the social cohesion of communities and the
wider society.

Intelligence-led policing spans many disciplines such
as pre-crime analytics, neighbourhood policing and
profiling. The United States has taken a leading role in
this field, partially due to the liberalisation of their legal
framework in the aftermath of the 9/11 attacks. Later,
this led to the introduction of the biometric-electronic
passport and border control, and most recently to the
passing of the CLOUD Act on 23 March 2018 by the
current administration.?! Use cases in Switzerland and
the Netherlands as well as relevant studies in Europe
show a preference for methods based on pattern
observations of localised crime incidences.

The ‘near repeat’ theory

Typological profiling is a long-standing, well-
documented and controversial field of science within
the police and success is viewed with caution. It
focuses on typology of individuals who fit an identified
orassumed pattern. It is very much human-oriented.
One of the frequently discussed methods is the ‘near
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repeat theory’. It is based on two main principles. The
firstis the likeliness that a criminal will repeat delicts
he has been successful with. The second is that a victim
or particular area is likely to be targeted again in the
near future. Today, predictive analytics is focused on
patterns of repetition in incidences, sometimes
enhanced with environmental factors and psychological
observation of local criminals.

While prediction is a useful instrument for policing, in
order to prevent crime, action must be taken. However,
there are no established procedures for acting on the
intelligence gained or measuring the success of these
actions. Both are still the subject of ongoing research.

Impacting behaviour through big data

An entirely different discipline, which is also about
predicting and actually influencing human behaviour
is marketing, and in particular consumer marketing.
Fundamental to this is big data. Big data is a buzz word
used to refer to many things, ranging from aggregating
data on an enormous scale to actual methodologies of
aggregating, storing, processing and gaining intelli-
gence from the data. Big data enables marketeers to
go beyond the ‘dump pipe’ of promoting products
using conventional marketing methods. Marketing
traditionally focuses on human behaviour and linking
this to an incidence, usually a purchase. It is then
evaluated which factors affect the likelihood of an
individual making that purchase.

Several business cases justify this thought i.e. South
Korean Telecom (SK Telecom) combines in-house data,
with social network data and creates customer profiles
that enable their internal marketing department and
their business customers to execute their precision
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marketing strategies. This involves customised offerings,
communication and business models tailored to each
customer. Personalised profiling is also used in financial
applications: credit providers use big data to assess
the creditworthiness of individuals and businesses.

Limitations of pre-crime analytics

The current methodology of pre-crime analytics is very
much regionalised and it often fails to consider
organised crime that spans a wider geographical area.
It operates similarly to merchants with a local customer
base. They are successful in their local market because
they know their customers and how they are influenced.
When they receive potential customers from other
areas, these are not reached, understood and managed.
Predictive methods in marketing rely on individually
profiled persons, geotagged and monitored using the
localisation features of various apps. In order to adhere
to the legal framework, tracked individuals must have
knowingly or unwittingly consented to these methods.
There are many success stories in which predictive
behaviour was combined with location, or in which
irregularities were analysed and used for marketing
purposes.

Some governments — such as the Dutch government —
have successfully profiled individuals and their
environments. However, there was no geo-localisation
involved due to privacy laws. According to these, there
is the ethical requirement that the services provided
should benefit the individual, and that data may only

be used for the purpose for which it was obtained.
Ethical and legal constraints have been limiting
governments in their use of predictive methods while
commercial options seemed rather ‘open-sky’ in
comparison. However, in the past few months there
has been a paradigm shift.

A combined model: commercial methods

in a public sector scenario

Because of this trend, the author is convinced govern-
ments could learn from the private sector where big data
is used as a basis for targeted marketing strategies.

It could be utilized to enhance models of criminal
projections beyond the mere description of incidence
patterns. How predictive analytics can improve crime
prevention has therefore become the subject of a study.
This study has resulted in two different approaches
which could help prevent more crimes. The first
communication-focused approach is relatively con-
servative, while the second geo-localisation-based
approach is more exploratory.

Approach 1: Focus groups

In this scenario ‘focus groups’ are defined, based on
anonymised profiling of individuals and their likeliness
to be involved in crimes. This is similar to websites
using anonymised data from users to improve their
services as stated in their terms of use. Using this
anonymised and clustered information, communication
strategies can be developed which use specific digital
channels to communicate with these individuals. After
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further research psychological tools may be developed
that allow police to prevent crime by attacking its causes
before the crime occurs. This approach expands on the
ProKid risk assessment tool used in the Netherlands
and adopts research published in PLOS One by Michael
Liebrenz suggesting the viability of such correlations.5!
There is further evidence of success in influencing
human behaviour from the field of marketing. The
ethical and legal constraints should be manageable as
a specific use case has been defined. It serves the
public interest and it is not overly invasive, as the
privacy of the individuals involved is respected.

Approach 2: Motion patterns

The second approach expands on the first approach:
generating personal profiles which are then matched
with risk profiles. However, this approach involves
capturing the motion patterns of the anonymous
individuals which are then overlaid with ‘near repeat’
models. The expected benefit is that calculated
hotspots will be enhanced with a crime probability
indicator. The correlation between generic crime
patterns and motion patterns of individuals with a
computed crime potential could add value. From an
ethical and privacy protection point of view, it is at this
point in time not relevant who this person is, as the
system does not focus on pre-emptive intervention. It
just serves to establish more relevant hotspots.

An additional benefit is the ability to select the most
appropriate intervention based on a suspected per-
sonal profile: What kind of intervention is appropriate
and most effective? A similar consideration would be
to prioritise intervention in suspected crime and
choose a different approach if profiles are associated
with various crime scenes rather than individual,
localised crime. This approach relies on the cooperation
between private and public entities. The police would
make sure to acquire anonymous data from individuals
matching predefined correlation models. Upon a hit,
they receive this data tagged with the crime type and
expected motion pattern in the next predefined time
slot. The motion pattern could be as accurate as the
pre-crime system, for example, 200 x 200 metres.

Discussion

The study has produced two models which show how
marketing methods and big data-based profiling can
enhance the conventional, case-focused crime
prediction models. The first model focuses on focus
groups whose consent have been obtained. The data is
processed anonymously and the preventive measures
have a broad focus. The second model builds on the
first, but adds motion patterns and is overlaid with the
existing pre-crime systems resulting in cause-enriched
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predictions. Both methodologies were the result of this
study’s findings and both aim to enhance problem-
oriented policing, be it through different approaches.

The models seek to understand the underlying causes
by incorporating findings from community policing as
well as findings from big data analytics. The first model
takes an educational approach, while the second adds
context to the pre-crime analytics forecast, helping the
police decide how to act on the prediction.

Increasing efficiency and accuracy

Both approaches aim to help the police make the
most of their limited resources, mirroring the original
reasons for the pilot project of the Kent Constabulary
and considering the limitations of Buckley’s study in
2014.14) Especially the second model specifically
implements the recommendations of Steinebach et al,
to take demographics into account (such as age) as this
may improve the prediction models and help identify
appropriate measures.[s! Battersby’s research into
human and systemic interrelationships is especially
relevant here, as it may help reduce the number of
undiscovered and unpredictable actions and inter-
actions.[¥! The case study in Shreveport, Louisiana,
described by Perry et al suggests this approach may
be successful.”!

Various referenced case studies from the field of mar-
keting such as those involving SK Telecom, Alibaba and
Netflix suggest the required technologies are already
available. Especially credit card companies are already
analysing the patterns of persons in order to detect
unusual behaviour which may be a sign of fraud.

The general feasibility and legality of personal profiling
has been discussed and confirmed by big data expert
Bernhard Marr.[Bll9llollll2l The German privacy law
expert Thilo Weichert already confirmed that the
private and public sectors are subject to different legal
frameworks.[3104l516107108) The specific way forward
and the framework law for such programs need to be
discussed on a national level and in context of the
evolving EU data protection regulation. The Dutch
police data scientist Dick Willems has suggested a
step-by-step implementation, promoted as scientific
research without investigative power.9) This might
give more legal leeway, and help increase support from
politicians and society to adapt the legal framework.

The applicability of these findings and procedures are
strongly dependent on a digital society. People who
do not use the internet or leave very limited data trails
can barely be profiled using this approach. However,
for organised criminals and large criminal organisations
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communication is essential to their success. Therefore,
the vast potential of big data as a crime prevention tool
makes this prerequisite quite acceptable. Furthermore,
this approach depends predominantly on the current
and future developments in the data protection acts
governing the public and private sector.

Window of opportunity

It must be acknowledged that the approach makes use
of the current differences in the laws that apply to the
public and private sector, which may only be temporary.
The successful approach in the Netherlands makes use
of both this window of opportunity and the combination
of scientific work, limited population concerned and
the positive effects for this population. During this
window of opportunity further research needs to be
done and additional proofs of concept need to be
created. This will help convince politicians, legal entities
and the public that the advances in pre-crime analytics
are worthwhile and that their privacy is respected.

Ethical dilemma

A majorissue in traditional modelling and correlating
personal profiles with an increased likelihood for
committing crime is the problem that — depending on
the place and type of crime — over 80% of the cases
remain unsolved. Some of these cases will never be
connected with identified criminals. Other criminals
may not have been caught. These individuals or groups
seem to have developed a successful, covert modus
operandi. The conventional detection models probably
fail to identify the majority of criminals. This is especially
important, as the number of false alerts has to be zero
or extremely low for such a system to be ethically and
legally acceptable. The ethical aspect is even more
pronounced when it comes to repurposing and recom-
bining information captured for a different use. The
arguments that higher social values are served and
the repurposing of the location data is kept to a
minimum, may still be flawed. Governments are
sourcing their data from the private sector where it
was collected for commercial purposes. By using,
supporting and obviously financing the operations
there is a risk of an uncontrollable interdependence
which could corrupt the control over privacy laws
governing the private sector.
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