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Child Predators Leverage Popular Online Communication Platforms  
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Please note, while dating mobile applications and communication platforms can be exploited for predatory 
intentions this list excludes dating apps.  

Child predators are using popular social media applications to scout and initiate contact with 
potential victims, especially those communication platforms that are popular among a younger 
demographic—under the age of 18. A number of these applications advertise privacy-centric 
features such as end-to-end encrypted messaging, direct messing capabilities, and the ability for 
users to share photos, videos, and their physical location.  
 

• Child predators, after initially contacting and 
developing a rapport with victims on one platform, 
may convince them to move their communications 
to a different platform to isolate them from other 
users and make it more difficult for law 
enforcement to monitor and track predator activity.  
 

• Although the popularity, features, and usage of communication applications may change 
rapidly due to acquisitions and rebranding, the following is a list of applications that are 
known to have been used by predators to target minors. 

 
Application Description 

Discord 

 

Discord is a messaging platform for the gaming community. In 
2019, suspects leveraged Discord to contact minors for the 
purposes of human trafficking. 

Facebook 

 

Facebook is a social media and social networking platform. In 
2017, a popular online musician featured on Facebook and 
YouTube leveraged Facebook to convince minors to send him 
sexual videos of themselves. 

Kik 

 

Kik is a messaging platform. In 2018, a suspect leveraged Kik to 
send a minor threats after following her from the Live.me 
application and later coerced the victim into sending pictures. 

LiveMe 

 

Live.me is a social broadcasting platform. In 2018, a suspect 
leveraged Live.me to threaten a minor and demand nude pictures 
and videos. 

MocoSpace 

 

MocoSpace is social media platform. In 2017, an individual 
leveraged MocoSpace and Facebook to have sex with a minor. 

What is Encryption? 
Encryption is the process of 

encoding information so that is 
only accessible to authorized 

parties. 
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Omegle 

 

Omegle is a video chat platform that pairs random users for a one-
on-one chat session. In 2019, a suspect leveraged Omegle to 
engage in sexual acts with a minor at multiple locations. 

ooVoo 

 

ooVoo is video chat and messaging platform. In 2015, an 
individual leveraged ooVoo to expose himself to two minors. 

Smule 

 

Smule is a video karaoke platform. In 2019, an individual 
leveraged Smule to sing while almost naked for a video in an 
alleged “Disney” song group. 

Snapchat 

 

Snapchat is a social media platform. In 2019, an individual 
leveraged Snapchat to meet with a minor; the individual was later 
charged with Aggravated Kidnapping and Aggravated Sexual 
Assault of a child. 

TikTok 

 

TikTok is a short video social media platform. In 2019, an 
individual leveraged TikTok to initiate sexual conversations with 
minors. In one case, the individual came to the victim’s residence 
posed as a delivery driver. 

Whisper 

 

Whisper is an anonymous social media platform. In 2018, a 
suspect—who was a social studies teacher, coach, and city council 
member—leveraged Whisper to communicate with a minor. 

 
Parents and guardians are encouraged to check application review sites before downloading such 
as Common Sense Media, Protect Young Eyes and Smart Social.  

 

https://www.commonsensemedia.org/
https://protectyoungeyes.com/apps/
https://smartsocial.com/mappen-app-parent-guide/

