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Risk management in Life sciences and Pharma 
 

Interviewer:   Gareth Byatt – Director, Satarla Australia 

Interviewees: Michael Malone – Global Head of Life sciences Practice, Satarla 

Sharon Bennett – US Regional Lead / Life sciences Lead, Satarla 

 

 

Michael and Sharon, 

Thank you for making the time to provide your thoughts and insights into risk 
management in the Life sciences and overall Pharmaceuticals sector (I hope 
it’s OK if I frame it this way – correct me if I’m wrong!) 

Just to start with, if I understand correctly, Life sciences can be defined as: “the 
sciences concerned with the study of living organisms, including biology, 
botany, zoology, microbiology, physiology, biochemistry, and related subjects. 
Often contrasted with physical sciences.” 

I’d like to kick off this interview with you both by asking for your thoughts on 
how “risk and reward” in Life sciences and Pharmaceuticals has changed 
during your time working in this field. It’s a fast-changing sector, I know.  
 
 
Sharon: In decades past, Pharma did not have to take as much strategic risk 
to achieve a certain level of ‘reward’.  There was plenty of undiscovered 
innovation to develop drugs or solutions with incremental improvements that 
still yielded strategic or financial benefits.  
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Our payor, insurer, provider relationships were much less governed or 
standardized.  Gone are the days (and the mindsets) of “low hanging fruit 
picking” that yielded profitable margins while providing “me too” solutions to 
those in need.   There are very few “easy” innovations now, and the potential 
for disruption is everywhere. Insurers and government payors require solid 
evidence of differentiation to rationalize the cost of new solutions. 
 
Therefore, risk and reward have become a careful and calculated balancing 
act, requiring organizations in the sector to take more risk.  When I say “take 
more risk”, I do not mean risk that compromises a patient’s safety.  What I refer 
to is risk that organizations must now take that may not yield the same rate of 
return in the past, if at all.   
 
Now, we either focus on differentiators and value-adders amidst a competitive 
market or we charter into unknown waters to tackle true unmet needs in our 
society.  New paradigms such as gene therapy and precision medicine require 
both a greater level of responsible risk appetite and a patience/resilience to 
see it through.  Organizations need to have a solid understanding of both their 
own risk appetite and risk capacity when making research investment or 
acquisition decisions. 
 
 
 
 
Gareth: Thanks for this, Sharon. Your point about taking risks that yield lower 
rates of return makes me think about how Life sciences and Pharma businesses 
approach their risk appetite - you covered it just before I was about to ask you 
about it, in fact.  
Given this context, what are some of the biggest challenges facing Life 
sciences and Pharma businesses today, and how can good risk management 
help these businesses to move forward in a positive direction?  
 
 
Michael: The Life sciences sector faces many of the same macro challenges 
as other sectors, but they are manifesting themselves in different ways. In the 
wake of the global financial crisis of 2008 there is an increase in downward 
price pressure on organisations within this sector, because the ability and 
willingness of the payors to pay for products has been impacted significantly. 
At the same time, there is increasing cost in the system overall as Healthcare 
expenditure is growing at a rate of, on average, above 5 % per year. Whilst the 
Pharma industry accounts for approximately 10% of the overall healthcare 
spend, there is mounting downward price pressure on the sector.  

Compounding these challenges, organisations in the sector are having to shift 
their focus from purely product innovation to increasingly more holistic solutions 
and customer experience-based innovation.  
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Many would argue that there are untapped opportunities in this area, 
especially considering the very dynamic state of the overall ecosystem. For 
example, there is a rapid increase in the growth of MedTech although still quite 
highly concentrated in the hands of few players. There is also an increase in 
the number of orphan drugs being approved (an orphan drug being a 
pharmaceutical agent developed to treat medical conditions which, 
because they are so rare, would not be profitable to produce without 
government assistance). 

Due to the global dynamic political environment, it has become increasingly 
complex to navigate the constant regulatory changes and to ensure 
compliance with all. This is something on the mind of all leaders within the 
sector. For example, additional studies are now required to meet the increase 
in regulatory requirements regarding the collection of Real-World Evidence 
(RWE), leading to greater complexity and increased cost.   
 
The sector also faces challenges that are common to other sectors, such as 
cyber threats, data privacy protection and compliance, talent flight and the 
need to uphold their reputation. 
 
Given the above, a strong risk management program can play a critical role 
in helping to bring transparency to the risks that matter and help manage them 
appropriately. 
 
 
 
 
Gareth: There are clearly lots of changes happening. What impact does 
organisational culture have on how these businesses take and manage risk? 
Given the risks involved in developing products and solutions in Life sciences 
and Pharma, what do you think are some key elements to have in place to 
allow people in this sector to develop the best strategies to achieve their 
objectives. I appreciate this is a big topic and it is not easy to distil into a 
sentence or two! 

 
Sharon: I think a critical success factor to achieving strategic objectives is to 
not only have a clear appetite for risk, but to ensure that it is effectively and 
consistently articulated into actions and decision making that is in line with the 
risk appetite.  Another success factor is that employees internalize the “why” 
so their own compass naturally points in the direction of the vision. 
 
It is common across a life sciences organization to have different levels of risk 
appetite and tolerance.  Quality and patient safety must have a risk averse 
approach, while strategy and marketing may need to be more risk-taking in 
their approaches.  All must harmonize to achieve the desired goals.   
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Gareth: I’d like to discuss where there may be similarities, and perhaps cross-
industry learnings, with other sectors. For example, ourselves in Satarla work 
quite a bit in asset-intensive industries like mining, engineering and 
construction. How we manage risk in the supply chains of these sectors is 
critical, for all stakeholders involved, large and small. Is the significance of 
supply chain risk similar in the Life sciences and Pharma, and how do businesses 
in this sector approach it?  
 
 
Michael: In the Life sciences sector, increasingly, we like to refer to the “over 
value chain” – which means, from lab bench to the patient – as opposed to 
“just” the supply chain, as ultimately the “sponsor” is responsible for the 
efficacy, safety and quality of the product. The supply chain is one of the 
components of the overall value chain. 
 
That said, when we speak about the supply chain in this sector, we hone into 
the operations and the delivery of the product (medicine/ solution) to the 
patients. This delivery could be in the form of clinical study materials for patients 
enrolled in clinical studies or to intermediaries (e.g. warehouse/ pharmacies/ 
hospitals for later supply to patients. If we take a look specifically at the “supply 
chain”, there are some sector-specific risks that need to be managed closely.  
 
One way to segment these risks is as follows: market, operational, geographic, 
corporate societal responsibility (CSR), regulatory and economic.  
 
Some examples of market-related risks that are of increasing concern are 
product theft and counterfeiting. Counterfeiting is a major concern as patients 
may receive inefficacious or worse still unsafe medicines. Whilst this type of risk 
will be common across many sectors, takes on a greater significance in this 
sector as can impact the well-being of the patients directly.  
 
One of the ever-present risks from the operational perspective is bottlenecks/ 
stock outs due to variability in demand forecasting or manufacturing 
bottlenecks for operational reasons. Stock out in this sector (especially for 
chronic diseases) can have grave impact on the patient and very significant 
reputational impacts for the organisation, likely more significant than in most 
other sectors. This is ever present in the minds for leaders within the life sciences 
sector.  
 
One of the most critical factors when it comes to the geographical aspect of 
supply chain risks is the potential inability to access the patients in conflict-torn 
countries. Whilst organisations in this sector work directly and indirectly with 
global organisations (generally with operations on the ground within the 
countries) to deliver medicines to patients, it is not always with success, 
unfortunately. Again, the absence of the product may be more impactful in 
the life sciences sector than in many other sectors. 
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In terms of Corporate Social Responsibility (CSR), there are concerns mainly 
related to compliance with labour laws, working conditions etc. that are 
common across all sectors. 
 
Finally, in terms of the regulatory segment of risks, I would like to single out the 
increasing rate of regulatory changes in this sector (mainly driven by the very 
dynamic political situation globally) along with a lack of harmonisation 
globally. This leads to the risk of non-compliance and challenges to structure a 
way to keep abreast of all the changes. This is an area of increasing concern 
of leaders within the sector.  
 
So, there are indeed commonalities in terms of the “risks that matter” in the 
supply chain across various sectors. For Life sciences and Pharma, I would 
argue that some of the risks have the potential to have greater impacts on the 
stakeholders than others, most especially the patients.  
 
 

Gareth: It’s really interesting to hear about this, Michael. For example, you mention 
counterfeit risk. This is definitely a risk in other sectors. There is clearly a lot of synergy 
between sectors – sometimes obvious, sometimes more discreet.  

I think it’s fair to say that the Life sciences and Pharma sector is at the leading 
edge of innovation in many ways. As I discussed with one of our associates, Mike 
Lutomski, recently, who works in the space industry, I look at risk management 
as being “joined to the hip” with innovation and the “speed of change” in our 
modern world. Do you think that Risk teams can help Life Sciences and 
Pharmaceuticals businesses to maximise their success with innovation, and are 
there behaviours and traits that Risk professionals need to help realise 
opportunities through innovation?   

 

Michael: Yes, innovation is a true driver of value in the Life sciences and 
Pharma sector. The sector has delivered a huge amount of innovation in the 
past, and, as mentioned earlier, there is an increasing need to do even more 
given the increased “scrutiny” of the payors, the greater “voice” of the 
customers (patients) and the changing risk / reward ratio that businesses  in this 
sector face. 
 
In order to innovate and enjoy sustainable competitive advantage, 
organisations need to have clarity of purpose and understand how they 
differentiate against their competition. By clarity of purpose, I mean having a 
clear vision and mission and making sure the whole organisation has an 
understanding of the vision and the WHY. One of the keys to creating a culture 
of innovation is to clarify the WHY related to the vision and to bring the whole 
organisation on board. 
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I believe that a strong Risk team can be invaluable in helping maximise success 
in this regard. Risk should be seen as an integral part of strategic thinking. It 
works best, in the context of maximising innovation, when there is clear and 
transparent interaction with the Strategy team.  
The ultimate goal of the Risk team in the context of supporting innovation, in 
my mind, is to facilitate full transparency on the opportunities and threats that 
have the potential to impact the (innovation) strategy and hence support “risk 
informed decisions making”.  
 
Risks teams can help to clarify the “internal context” for the organisation by 
fleshing out the vision and mission (objectives). As the internal context can be 
influenced heavily by the external macro trends and shifts, the Risk team can 
also help structure and understanding of the external context and facilitate 
value adding prioritisation of “what matters” for the organisation. 
 
Following the context setting, through the use of various tools and techniques, 
the Risk team can facilitate objective and pragmatic discussions and make 
sure there is a clear focus on the identification of risks (opportunities and 
threats), prioritising what matters and ensuring these risks are managed and 
reported, and acted upon appropriately. 
 
In many cases the risk teams are still not appropriately position within the 
organisation to create such value. There is also the need for more positive 
evolution of the seamless interactions between the risk teams and the strategy 
teams in this regard. A lot of progress has been made but still a long way to go. 
 

 

Gareth: Thank you for this, Michael. It strikes me that the opportunities that Risk 
teams in Life sciences and Pharma businesses have are similar to the 
opportunities that similar teams have in other sectors. I am sure that there must 
be some good cross-sharing of ideas and approaches on how best to achieve 
this. 

 

 

Gareth: I couldn’t end this interview without asking you both for your views about 
Cyber risk and data protection risk. There’s so much Intellectual Property 
invested in the Life Sciences and Pharma sector – how can Risk teams help 
their businesses address this in an appropriate way? 
 
Michael:  Great questions Gareth – and you are touching on a point that is 
critically important for the sector. In fact, I would bring it up one level and say 
that data stewardship has become an area that needs a lot more attention 
than in the past.  
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Some say that “data is the oil of the 21st century” – meaning, of course, that it 
contains a lot of value. When I say “data stewardship”, I refer to how data is 
managed for an organisation, and by whom. There is still a lot of progress to 
be made, in my opinion, in this regard to make sure that there is clarity of 
ownership and a move away from less fragmented systems and process 
leading to greater oversight and control. There are multiple causes for the 
degree of fragmentation of systems and processes we see today not least, 
the rate of M&As over the last decades and the less than optimal 
integrations. 
 
When it comes to data in the Life sciences and Pharma sector, you mention 
intellectual property (IP). I agree this is very important, but I would add that 
even more central to the mission of these organisations is patient data. When 
we think about intellectual property data in the context of risk, we think 
practically entirely in a defensive manner, i.e. protect the IP from theft. There 
has been a significant increase in the activity of patent trolls over the past 
decades which can lead to great exposure if not properly managed. 
Additionally, and perhaps less obvious to some, in an era of increased 
partnerships right from the bench (research) to development (outsourcing of 
activities) and through to the market (co-marketing), it has become an 
“open day” in terms of the number of touch points where there could be IP 
theft and / or infringement. Theft and / or infringement can clearly have a 
huge financial impact on any organisation. 
 
In terms of patient data, we can see both sides of the risk coin (threat and 
opportunity). On the threat side, the most obvious one is a cyber breach of 
access to, and stealing of, patient data. This is clearly very sensitive, and 
could lead to major financial (fines) and reputational impact. On top of the 
obvious concern related to fines, there is increasing concern around litigation 
by patients following data breach. Also on the threat side of the coin, there is 
also an increased focus, particularly by regulators, on data integrity. Even 
what may seem like minor data integrity findings, even early in development 
can lead to major financial impact on assets and on the organisation as a 
whole. 
 
Fortunately, there is also much to be thinking about in terms of the 
opportunity side of the coin – as given the growth of artificial intelligence and 
the ability to analyse big data sets rapidly the life sciences sectors is now able 
to glean a lot more insights from patient data than before. This has a 
multitude of advantages including the reduction in the numbers and size of 
clinical studies and the acceleration of new products to market all benefiting 
the patient ultimately. 
 
A Risk team, through the use of objectives tools, can bring full transparency to 
the opportunities and threats faced and prioritise them in a way that can 
help senior leaders to make “risk informed” decisions.  
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The objectivity and approach the Risk team takes to this is key. In an era 
when data stewardship is not yet fully in place, it needs to be one of 
managing different tensions; objectivity will win the day. 
 

 

These are really insightful points, Michael. On your point about the value of 
data, you have got me thinking about the value of “intangible assets“, and 
how they are increasingly being proven as the most valuable assets an 
organisation possesses. 

 

 

Thank you very much for your time, Michael and Sharon. 

 


