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Source: WeAreSocial; Hootsuite; Global Mobile Market Report

NEW

MORE

TECHNOLOGIES

DATA

NEW

MORE

BUSINESS MODELS

CONNECTIONS

NEW

NEW

FORMS OF WORK

RISKS

US$ 6 trillion

US$ 13 million

24 thousand

estimated costs of
cyber crimes in 2021

average cost per
company for cyber
crimes in 2018

malicious mobile
apps blocked per
day

Source: Varonis

Source: Accenture

Source: Symantec

NEW TECHNOLOGIS = MORE DATA & CONNECTIONS
In recent years, we have experienced an explosion in the number of smartphones, computers, tablets
... resulting in a dramatic increase of connected devices around the globe and an astounding amount
of data generated every second.
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Widespread
globally

Trends for the
next few years

IoT growth expected
to reach 25 bilion
connected devices
in 2025

NEW FORMS OF WORK = NEW RISKS
A larger number of connected devices also increases the numbers of possible intrusion entryways. It
is common to worry about protecting computers yet leaving other devices unprotected. Besides this,
new forms of work such as Home Office and BYOD (Bring Your Own Device) increase potential risks
of invasion.

Home Office

Bring your Own Device

WHAT EXACTLY IS
CYBERSECURITY?

Cybersecurity consists of protecting systems, networks and programs against
attacks and intrusions. These attacks are usually focused on access, change or
destruction of information; money extortion from people or companies; and
disruption of processes and operating systems.

IT IS NOT ONLY ABOUT TECHNOLOGY...
Users need to understand and adhere to basic digital security
standards, such as backups, password maintenance, navigation
precautions, standards and processes... It's a mindset that must
involve all areas, not just security.
Organizations need to establish well-defined processes and
behaviors: from site navigation, access to database and sensitive
information, to the development of procedural frameworks for
digital security threats, as well as step by step actions when
attacked.

... BUT ALSO ABOUT INTEGRATION

PEOPLE

PROCESSES

TECHNOLOGY

“Technology is one of many protection tools. A good cybersecurity
strategy goes far beyond technological protection devices such as
firewalls and anti-virus, and involves the governance of a company
as a whole. People, processes and technology must be
complementary in order to create an efficient defense strategy to
any attempts of cyber invasion.”
Rodrigo Vetere, cybersecurity specialist

CYBER ATTACKS
AN OVERVIEW

According to Symantec, 65% of adults worldwide have been victims of
some kind of cyber crime. In Brazil, this number rises to 76%, the second
highest in the world, behind only China, with 83%.

MAIN TYPES OF ATTACKS

MALWARES
An abbreviation for "malicious software,” including viruses, trojan horses,
spyware, APTs and more. Once inside the system, it can transmit information,
block key components, and render the system inoperable. According to Norton, it
represents 51% of cybercrimes.

PHISHING
Consists of sending links or other fraudulent means, usually via email, to obtain
sensitive information, such as financial data. Brazil is the leader in this area,
accounting for 28% of all infected users.

DENIAL OF SERVICE (DoS)
Aims to make a machine, server, or network unavailable. The attack occurs by
overloading the target until it does not function properly. The most common is
Distributed DoS, where hackers use bots - infected computers - to attack their
targets and cause overload.

MAN IN THE MIDDLE (MitM)
When a hacker gets between the victim and relevant websites, such as banking
sites. Often occurs on open Wi-Fi networks and malware-infected devices.

SQL INJECTION
Insertion of malicious lines in SQL code - relational database management
language – that are able to manipulate queries, expose hidden data, overwrite
data, or execute commands on the server.

ZERO DAY EXPLOITS
Occurs when the attack is done on the same day that a software failure is
discovered, exploiting the problem before a vendor can correct it.

800 million* consumers were

70 million

victims of a cyber attack in 2018

of them were in Brazil

* in 16 countries analyzed
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AVERAGE ANNUAL COST OF CYBER CRIMES
(in million of dollars)

Ransomware
Phishing
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TOTAL USERS AFFECTED IN A SIGLE ATTACK
(millions)

Attacks affect organizations in various industries, and
with large multinational companies scattered around the
world concentrating information from more and more
users, a single attack is capable of affecting millions and
even billions of users.
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In addition to data theft, attacks can also target system controls,
allowing a hacker to remotely operate it and determine how it functions.
Follows some examples of such attacks.

STUXNET
Malware engineered to attack SCADA, a Siemens industrial operating system
widely used in industries including the nuclear sector. With its deployment,
it was possible to remotely access the system and alter its operation. It was
detected at the Iranian nuclear power plant in 2010.

WANNACRY
Also caused by a type of malware, it encrypted and ‘hijacked’ thousands of
files from machines of several companies in 2017, blocking their operation.
Companies such as Telefonica, Renault, Nissan and state bodies such as
MPSP – São Paulo State Prosecutor’s Office and TJSP – São Paulo State
Court of Justice were affected.

DYN
DDoS attack against Dyn, a US company that operates DNS services, caused
the company's system to fail, affecting the stability of companies such as
Netflix, PayPal, Spotify ... It was known as "the blackout of the American
internet."

CYBER ATTACKS
TRENDS

According to Accenture, 80% of organizations are introducing digital
innovations at a faster rate than their ability to protect themselves from
cyberattacks.

IoT NEW GATEWAY FOR CYBERTHREATS
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5G

20X
In the coming years, we will
experience a massive adoption of
5G infrastructure. This increased
connection
speed
will
drive
adoption of connected devices,
expanding the range of gateways
for hackers, especially amongst
early adopting industries.
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CYBERATTACKS DIVIDED INTO 5 STAGES

Recognition

Scanning

Access

Maintenance

Clear Tracks

Data and information
collection of target.
Longest phase of the
process

Target scan
searching for
weaknesses and
vulnerabilities

System access via
one form of attack

Maintaining access
to target for the
necessary time

Clear all evidence
and traces of the
attack

ARTIFICIAL INTELLIGENCE
Much has been said about using AI to protect against attacks, but the
same technology can be used to make attacks and invasions more
efficient. Nowadays, attacks are not done instantly. They are the result
of great planning and time dedication, mainly in the recognition
phase. Of the 5 phases above, recognition, scanning and clearing
tracks can be easily automated with Machine Learning, increasing
the efficiency of the attacks and optimizing the speed and the time
spent to perform them.

CRYPTOJACKING
BLOCKED ATTACKS
(MILLIONS)

Cryptojacking is a form of malware. It
consists of an attack where the hacker
uses a device to steal and mine
crypto coins, on the machines of the
affected users. With the advancement
and popularization of cryptocoins, it is
a critical point of attention for the
next years.

4.3x
69.0
16.0
2017

2018
Source: Symantec

CYBERSECURITY
AN OVERVIEW

In order to comprehend the global and Brazilian
landscape, we must first understand GDPR and LGPD.

What is GDPR?
(GENERAL DATA PROTECTION REGULATION)
Faced with a data-based economy, world
authorities have sought alternatives to
control the privacy and security of user data,
creating regulations that safeguard this
information with user autonomy.

GDPR is a regulation created by the European
Union that establishes guidelines for the
processing of data of European citizens. It
replaced the EU Directive 95-46 of 1995. The
regulation aims at giving greater power and
transparency to the individuals to control their
data.

Proposal for a new
regulation better suited to
the information age

1995

GPDR law
approved

2012

2015

EU Directive 95-46
protecting the privacy of
European information

GPDR guidelines
approval

2016

2018
GDPR law comes
into effect in May

KEY CHANGES

In order to share information,
one must state the specific
purpose of the use of the
data and obtain explicit
consent from the user.

Applies to all organizations
that use data from EU citizens.
Fines can reach up to 4% of
the billing or 20 million euros,
whichever is greatest.

Creation of the Data
Protection Officer (DPO)
figure for organizations that
process large amounts of data.

Provides EU citizens the right to
request that their data be erased
or transferred to another
organization of interest to them.

What is LGPD?
(LEI GERAL DE PROTEÇÃO DE DADOS)
Here in Brazil, the first regulation related to
data privacy was the Marco Civil da Internet in
2012, which established standards for data use
and access, as well as a timeframe for keeping
connection information.

LGPD – a Brazilian version of GDPR - was
approved last year. It aims to guarantee
transparency in the use of personal data by
companies. The law becomes valid throughout
the nationally as of August 2020.

KEY CHANGES

USER, DATA OWNER
The LGPD empowers the consumer, giving him complete control over his data. In order for
companies to use this data, it is necessary to obtain explicit consent from the data owner.
In addition, this permission can be revoked at any time, and users may ask to delete their
data from the base of any company.
COMPANIES
Companies must request permission to obtain information in a clear and transparente
manner, justifying their purposes, and they must warn the user of any possible risk to the
user’s privacy. Companies must have the tools to exclude user information from all of their
databases if requested.
ANPD
Creation of ANPD (National Agency for Data Protection), a regulatory agency linked to the
Executive Branch that will be responsible for overseeing and applying appropriate sanctions
in cases of violations, with the possibility of imposing fines of up to R $ 50 million.

HOW TO ADAPT
Assemble the team that will
be responsible for the use of
the data as per the new law.

Duplicate practices
throughout the company.

Map the data life cycle,
from data capture through
use and storage.

Creating interconnected
processes to make data
transaction and analysis
completely secure.
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RELEVANT DEALS

CrowdStrike

Tanium

KnowBe4

US$ 6.6 B

US$ 375 M

US$ 300 M

AnchorFree

Netskope

Cylance

US$ 295 M

US$ 168 M

US$ 150 M

IPO valuation

54

ISRAEL: START-UP NATION
Its inhospitable climate and lack of an
abundance of natural resources favors a
culture of innovation and entrepreneurship in
order to make the most of its few resources.

Nicknamed the Start-up Nation, Israel has the
2nd largest cybersecurity industry in the
world.
The evolution of the country's entrepreneurial
ecosystem can be explained in large part by
the country's geopolitical situation.

Along with its constant wars that has Always
made security one of the country's main
concerns.

STATE COORDINATION AND INCENTIVE

Companies

Schools &
Universities

Governo

Military

The context above, added to the growing
threats of cyber attacks, has led to a
collaboration
between
key
Israeli
stakeholders, with the state in the
coordinating role, creating and investing in
an ecosystem conducive to the emergence
and
proliferation
of
cybersecurity
companies. It seems that the initiative has
been successful.

Entrepreneurs
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IN ISRAEL
1400

1200

117

TOTAL VALUE OF INVESTMENTS (US$ M)
NUMBER OF INVESTMENTS

120

110

100

1000

79

83

85

90

80

800

70

1.191

600

50
400

553

697

832

60

50

40

200

240

30

0

20

2014

2015

2016
Source: Start-up Nation Central

2017

2018

CASE

Nowadays, most services – such as opening a
bank account or acquiring a mobile plan – can
be hired digitally by sending copies of
documents, such as license, and proof of
address. These documents then enter a manual
checking process used by companies for
customer registration.

In large companies, this process of checking
and registering is repeated hundreds of
thousands and even millions of times a month.
And as if this were not enough, everyday
fraudsters are creating new ways every day to
circumvent these manual processes.

Forged documentation

Imagine a scenario where a
prospective customer forges the
address voucher (used to
determine
invoice
shipping
address), and does not pay your
invoices. Then when he is denied
credit, sues your company
claiming that he did not receive
any of the invoices.

Credit denial
Lawsuit

Fraudster

Company
Invoices sent to
wrong address

This is just one of the real cases of fraud that Valkiria, a
Cyber Investigation company, was created to combat.
Created due to a demand by Telefônica / Vivo company, the
startup invested by Wayra - a multinational innovation hub checks millions of documents per day in search of
possible fraud.
Using Cognitive Systems, Machine Learning, Deep Learning, Predictive Analysis, Natural Language
Processing, Big Data and Data Mining, robots are fed back with the information analyzed, constantly
improving their efficiency.
Valkiria’s purpose is é melhorar os processos
das empresas, aliviando os setores Jurídico e
Financeiro com a identificação e prevenção de
fraudes utilizando tecnologias.

“Além de identificar fraudes
conhecidas, é possível descobrir
novas modalidades antes que
comecem a ser usadas em escala.”
Rafael Peretti, Executive Director

CASE

THE RACE TO CONFORM
Anyone who is not worried about being in
compliance with the laws and regulations
imposed by the government will hardly be
able to grow in the current scenario.
Accompanying the measures means
preventing incidents and, consequently, fines
and penalties that can be applied by the
regulatory bodies, bringing financial or

reputation damages to the company, as well
as alienating customers, investors and
partners. Therefore, institutions are
increasingly attentive to their compliance
programs, but still face difficulties in the
evolution of processes and internal
adherence of employees.

HOW TO COMPLY?
In 2018, the subject of data privacy gained a great deal of attention after the enactment of the
General Data Protection Regulation (GDPR) in Brazil and GDPR (General Data Protection
Regulation) abroad, mobilizing many companies in the quest for compliance. In addition, the
financial sector had to face changes of new regulations by the Central Bank.
Recognized as the leading provider of technology services to the financial market, and
operating with critical infrastructures, RTM - Telecommunication Network for the Market quickly began the process of adaptation to meet the compliances of this sector.
Thus, over a year ago, RTM developed a project that began with the evaluation of all areas of
the company by conducting interviews, analyzing of results and tools. In this way, it was
possible to identify data cycles, security vulnerability level and processes undertaken.

For Renan Barcelos, RTM Information Security Manager, this information was essential in
implementing an internal action plan.

“The project contributed greatly to validate our company's current
processes and the employee awareness regarding data privacy and
security issues. Currently, we continue to create and adapt
processes to be incorporated by all areas. It is a long and complex
task, that impacts employees’ daily routine and requires everyone's
acceptance. But, we expect this work to reflect on improvements in
the security of every company.”

CYBERSECURITY
TRENDS

ARTIFICIAL INTELLIGENCE

Training systems for malware detection, using datasets that include
infected codes and algorithms. Using this data, the algorithm can
recognize patterns and increase security both on the web and in other
applications.

It’s possible for systems to automatically collect data from articles, studies
and News on cyberthreats using NLP (Natural Language Processing) and
enable a constant threat update.

Creation of real-time multi-factor authentication for individual access to
private networks. Using cross-information, the system can deter and
restrict any strange access to the network while maintaining remote work
security.

Expand the use of AI systems to scan digital, retinas or palms thus
spreading the use of logins by biometrics, reducing the need for
passwords , consequently decreasing the power of hackers.

BLOCKCHAIN

Blockchain offers a decentralized data storage system aimed at giving
greater protection to companies, hampering possible attacks and
restricting the scope of successful attacks.

Blockchain technology can function as a secure data exchange network,
both for data exchange amongst IoT devices and for the exchange of
information in messaging services.

COLLABORATION AMONGST COMPANIES

A strong cyber security strategy can be seen as a competitive advantage.
But with increasingly sophisticated threats, collaboration between
companies greatly reduces the risk of major attacks.

According to Verizon, 58% of cyber attacks are targeted at small
businesses, which are often used as gateways to attacks on large
enterprises. Collaboration is a solution to this problem.

It is very difficult (almost impossible) for an organization to protect itself
from all possible attacks alone. The best solution is to partner with
companies in the same industry to show where your organization is
vulnerable.

SECURITY FROM DAY ONE
Concerned about the security of their
customers' data and seeking to be
compliant with new laws and
regulations, technology companies are
introducing this discussion to the
product creation process.

PLANNING

CONSTRUCTION

The DevOps process, for example, that
is the integration between systems
development and IT operations has
become DevSecOps, and aims to
engage security teams in all stages of
the application development.

TESTING

IMPLEMENTATION

MONITORING

Concern for safety must be present at all stages of the development cycle.

SO WHAT?
We live in the Information Age, addicted to a model of continued interaction. The tranformation
of business into technology and technology into business with the exponential use (and
valuation) of data, has brought with it our tremendous dependency on technology.
Interconnectivity, Integration, Intelligent Systems, Mobile Devices and other various technologydriven creations - aimed primarily at providing more access and speed to communication - has
brought a breakthrough in the way people and organizations interconnect. In a free world,
without risks and total respect for law and order, this could almost be called the "perfect world."
But in a world filled with conflicts, inequalities, differentiating thoughts, and huge educational
gaps, it has opened gateways to cybercrime.
Much has been said and heard about cyber attacks and their consequences, the possibilities of
containment with some harm to organizations and people. But we have yet to hear about or
experience na event with dire consequences.

We hear a lot about ethical hackers, technologies that aim to create more layers of protection in
access to systems and data...
And even more about laws, rules, regulations attempting to protect and standardize the use of
information and technology by business.
Is it enough? As we say in Brazil, ”it helps, but does not solve everything". In my opinion, and I
apologize for being redundant, we are looking only at what we can see (which is limited) in a
number of ways and processes that are relatively flawed for they lack of systemic vision and
integrated approach.
In our current global context where most people, professionals and organizations have a limited
and segregated knowledge of cyberthreats that can have a highly destructive impact accross
borders, it seems to me that a systemic risk management vision and an integrated approach to to
cyberthreats should be the foundation for any business.
Providing systemic, structured knowledge and updating it at all levels of an organizations and its
people is one of the most effective ways to mitigate cyber risk. A systemic view of the
functioning of the whole and the interrelationship of the parts seems to me to be the most
appropriate solution to mitigate the risk that already exists and which will possibly grow
exponentially.
We are heading towards a Society 5.0, where humans and technology will be intrinsically linked
and interdependent. This connection will stimulate many breakthroughs and huge opportunities,
but it will also increase cyber risk and its consequences in a way we can not forsee. The future is
here, in every corner of the planet, in its unstructured, fragmented and almost robotic, utopian
rhythm filled with technology and constant innovation.
Cyber attacks are already happening all over the world; and will become larger, recurrent, and
more complex. We need to organize and empower individuals and organizations at all levels to
deal with this reality.

Daniel. S. Haddad
CEO CECyber
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