SECURE
LAPTOP
CHECKLIST




INTRODUCTION

In today’s highly mobile world, it is inevitable that our mobile devices would become the
target of thieves and competitors. Whether it be the real estate agent who has lost their
laptop because someone smashed the car window, to the startup who had a laptop stolen
from an agent of a competitor or a government laptop that seem to be left, well, anywhere.

These laptops tend to have very sensitive information on them and need to be protected.

There's not much you can do to defend against someone smashing your car window, there
are steps that you can take to deny them the fruits of their labor. The good news is that
you don’t need the help of a full-fledged IT department to help you secure your laptop. In
the following pages, you'll find a checklist with some very simple steps you can take to
stop you from being the lowest hanging fruit on the tree.















SAFE
COMPUTING
AT THE
COFFEE
SHOP

Ok, so now that you have protected the data from physical theft,
it's time to protect yourself whilst “working” at the coffee shop.
This is super simple to achieve. You just need a piece of software
called a VPN (Virtual Private Network). What this does is secure
ALL of your Internet communications through an encrypted
“tunnel” to the VPN providers computers and from there to your
requested site and back. This means that anyone snooping on the
WiFi can't see what you're doing. There are many brands out
there, but the one that | have personally used for years is PIA
(Private Internet Access). They are extremely well priced, and
their products work on Windows, macOS and Linux. In addition, it

works on iOS and Android as well.
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IN CONCLUSION...

If you follow the steps in this guide, you will be well ahead of the pack when it comes to

not only protecting your clients data but yourself as well.

If you want someone to just do it for you, at Hudson Infosec, we have a very affordable
Soloprenuer / Freelancer Secure Laptop service that we offer, where you bring in your
laptop and we walk you through the process and do it for you. The checklist we go through

iIs more comprehensive and utilizes more advanced tools.

You can book your appointment today at
https://www.hudsoninfosec.com/book-online



