SN

L

L

.flags.
SET BY AN APPLICATION, THE TCP TRANSMIT BUFFER MUST FLUSH
ALL BUFFERED DATA ONTO THE NETWORK. RFC 793 STATES THAT
INCOMING DATA WITH THE PUSH BIT SET SHOULD BE SENT
DIRECTLY TO THE RECEIVING APPLICATION (RARELY USED).

URGENT (URG) tcp.flags.urg== By
URGENT POINTER FIELD IS IN USE: LOOK AT THE URGENT
POINTER FIELD FOR OFFSET TO END OF URGENT DATA. (RARE)

.flags.ack==1

ACKNOWLEDGMENT OF INCOMING DATA/TCP CONNECTION
CONTROL FRAMES (SN, FIN, RESET). INDICATES THE
ACKNOWLEDGMENT NUMBER FIELD IS SIGNIFICANT.

push==

.flags.reset==

USED TO REFUSE A TCP CONNECTION OR TERMINATE AN ACTIVE

SYNCHRONIZE (SN) tcp.flags.syn==
SENDER IS PROVIDING ITS INITIAL SEQUENCE NUMBER (ISN)

.flags.fin==1
INDICATES A SENDER WILL SEND NO MORE DATA, BUT IT MAY STILL
RECEIVE DATA. WHEN A FIN IS RECEIVED, THE CONNECTION CAN

0 15 16 32

I. COMMON TCP OPTIONS Source Phlt Destitaton ipdbt 4. TCP FLAGS
KIND LEN. OPTION

1~ NO-OPERATION [RFC7931 (SEE #1)

2 4 MAXIMUM SEGMENT SIZE [RFCT93] (SEE #2) Sequence Number (See #3, 9, 12)

3 3 WINDOW SCALE [RFCT3231] (SEE #10)

4 2 SACK PERMITTED [RFC2018] (SEE #14) ACKNOWLEDGE (ACK) tcp

5 N SACK [RFC20181 (SEE #13) (SEE #14)

5 10 TIMESTAMPS RFCI323] Acknowledgment Number (See #3, 12, 14) 20
2. M99 OPTION Header NIC/IE|U/AIPR|S|F : :
THE MAXIMUM SEGMENT SIZE (MSS) OPTION IS THE MOST reongtny Resvel 3 Rl E /Sl SNl i PO B (e )] PUSH (PSH) tcp
COMMONLY SEEN OPTION IN THE TCP HANDSHAKE. THE MSS IS C 5o 103 d—— 5ee 1 ——3
THE NUMBER OF BYTES THAT A HOST CAN RECEIVE IN A TCP :
DATA SEGMENT (WHICH DOES NOT INCLUDE THE TCP HEADER). Checksum Urgent Pointer (See #4)
THE MSS OPTION IS NOT A NEGOTIATION - IT IS A STATE-
MENT OF WHAT EACH HOST CAN RECEIVE — EACH SIDE CAN '
SUPPORT DIFFERENT MSS VALUES. IF THE MSS OPTION IS Options (See #1, #2, #11) RESET (RST) tcp
MISSING, THE MSS VALUE 536 IS USED.

CONNECTION.

3. RELATIVE SEQ. NUMBERING Data
WIRESHARK USES RELATIVE SEQUENCE NUMBERS BY DEFAULT.
RATHER THAN STARTING WITH THE TRUE 4-BYTE SEQUENCE
NUMBER VALUE (ASSIGNED BY TCP PEERS IN SYN AND SIN/AK. | . HOT WIRESHARK FILTERS FOR A NEW CONNECTION,
PACKETS). WIRESHARK ASSIGNS SEQUENCE NUMBER O TO THE | +cp. £1ags. syn==1-SYNS AND SYN/ACKS topbanalysiaNELags ALL TCP FLAG ITEMS
SYN AND SYN/ACK. PACKETS [SEE 46 AND #TYWIRESHARK USES | o, £1ags. reset==L-TCP RESETS fop) analysis. i NeansnissTon ALL RETRANSMISSIONS | FINISH (FIN) tcp
A RELATIVE ACKNOWLEDGMENT NUMBER FIELD VALUE (FOR ALL tep.flags.urg==1---URGENT BIT SET £OD o POLEEZX oot TCP TO/FROM PORT X
PACKETS AFTER THE SYN PACKET) [SEE #1 AND #81 RELATWE | (0p yindow size<x-CALC. WINSIZE < THIN X tep.enalysis.ack rtE>x .- ROUNDTRIPS > X
NUMBERING BEGINS AT 1 IF THE SYN-SYN/ACK AREN'T SEEN. | tcp. streamsny - TCP CONVERSATION X tp.window_size_scalefactor==-2--NO WINDOW SCALNG | CLOSE

6. TCP YN HEADER
tep.flags.syn==1 && tcp.flags.ack==0
SOURCE PORT: 60223
DESTINATION PORT: 80
[STREAM INDEX: 1] [SEE #5]
[TCP SEGMENT LEN: 01
SEQUENCE NUMBER: O (RELATIVE SEQ#) [SEE #3, #127
[NEXT SEQUENCE NUM.: O (RELATIVE SEQ#)] [SEE #3, #12]
ACKNOWLEDGMENT NUMBER: O [SEE #3, #127
1000 .... = HEADER LENGTH: 32 BYTES (8) [SEE #11]
FLAGS: 0X002 (SYN) [SEE #4]
000, +evn v.n. = RESERVED: NOT SET
. = NONCE: NOT SET [SEE #13]
= (WR: NOT SET [SEE #13]
. .0.. .... = ECN-ECHO: NOT SET [SEE #13]
veew .0, .... = URGENT: NOT SET [SEE #1]
....... 0 .... = ACKNOWLEDGMENT: NOT SET [SEE #4]
........ 0... = PUSH: NOT SET [SEE #4]
vov. .0.. = RESET: NOT SET [SEE #1]
vees weee ool = SYN: SET [SEE #4]
........... 0 = FIN: NOT SET [SEE #4]
[TCP FLAGS: ————- S-1 [SEE #1
WINDOW SIZE VALUE: 8192 [SEE #10]
[CALCULATED WINDOW SIZE: 81927 [SEE #10]
CHECKSUM: OX64FC
URGENT POINTER: O [SEE #1]
OPTIONS: [SEE #11
MAX. SEG. SIZE: 1460 BYTES [SEE #2]
NO-OPERATION (NOP) [SEE #11]
WINDOW SCALE: 8 (MULTIPLY BY 256) [SEE #10]
NO-OPERATION (NOP) [SEE #11]
NO-OPERATION (NOP) [SEE #11]
SACK PERMITTED [SEE #1117

1©. WINDOW SCALING

TO ADVERTISE LARGER RECEIVE BUFFER SIZES, THE
WINDOW SIZE VALUE (RECEIVE BUFFER SIZE) IS MULTI-
PLIED BY THE SCALING FACTOR TO (REATE A CALCU-
LATED (TRUE) WINDOW SIZE. BOTH TCP PEERS MUST
SUPPORT WINDOW SCALING TO USE THIS FEATURE.

SYN WIN=8192 WS=256

—p

SYN/ACK WIN=65535 WS=512

4__

ACK WIN=256 CALCWINSIZE=65536

‘b

ACK WIN=288 CALWINSIZE=147456
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1. TCP 8YN/ACK HEADER
tep.flags.syn==1 && tcp.flags.ack==1

SOURCE PORT: 80

DESTINATION PORT: 60223

[STREAM INDEX: 11 [SEE #5]

[TCP SEGMENT LEN: 01

SEQUENCE NUMBER: O (RELATIVE SEQ#) [SEE #3, #121

INEXT SEQUENCE NUMBER: O (RELATIVE SEQ#)] [SEE #3, #12]
ACKNOWLEDGMENT NUMBER: 1 (RELATIVE ACK#) [SEE #3, #9121

1000 ....=HEADER LENGTH: 32 BYTES (8) [SEE #11]

FLAGS: 0X012 (SN, ACK) [SEE #13
000 veue vuns = RESERVED: NOT SET
. NONCE: NOT SET [SEE #13]

(WR: NOT SET [SEE #13]

. .0.. .... = ECN-ECHO: NOT SET [SEE #13]
eee «20. ... = URGENT: NOT SET [SEE #4]
....... 1 ....=ACKNOWLEDGMENT: SET [SEE #4]
........ 0...=PUSH: NOT SET [SEE #4]

.e.. .0..=RESET: NOT SET [SEE #4]
veve ween oolo=SYN: SET [SEE #4]
........... 0 = FIN: NOT SET [SEE #4]
[TCP FLAGS: ——————-A--S-1 [SEE #41]

WINDOW SIZE VALUE: 65535 [SEE #10]

[CALCULATED WINDOW SIZE: 655351 [SEE #10]

CHECKSUM: OXB6B6

URGENT POINTER: O [SEE #4]

OPTIONS: [SEE #1]

MAXIMUM SEGMENT SIZE: 1460 BYTES [SEE #2]
NO-OPERATION (NOP) [SEE #11]

NO-OPERATION (NOP) [SEE #11]

SACK PERMITTED [SEE #14]

NO-OPERATION (NOP) [SEE #11]

WINDOW SCALE: 9 (MULTIPLY BY 512) [SEE #10]

[SEQ/ACK ANALYSIS]

L3 <
.
.
i n n

[THIS IS AN ACK TO THE SEGMENT IN FRAME: 591 [SEE #12]

[THE RTT TO ACK THE SEGMENT WAS: 0.010912 SECS.]
ORTT: 0.011071 SECONDS] [SEE #15]

8. TCP ACK HEADER

SOURCE PORT: 60223
DESTINATION PORT: 80
[STREAM INDEX: 11 [SEE #5]
[TCP SEGMENT LEN: 0]
SEQUENCE NUMBER: 1 (RELATIVE SEQ#) [SEE #3, #12]
[NEXT SEQUENCE NUMBER: 1 (RELATIVE SEQ#)] [SEE #3, #127
ACKNOWLEDGMENT NUMBER: 1 (RELATIVE ACK#) [SEE #3, #121]
0101 ....=HEADER LENGTH: 20 BYTES (5) [SEE #11]
FLAGS: 0X010 (ACK) [SEE #4]
000 eur vuns = RESERVED: NOT SET
: - NONCE: NOT SET [SEE #13]
= CWR: NOT SET [SEE #13]
. .0.. ....=ECN-ECHO: NOT SET [SEE #13]
veee «20. ... =URGENT: NOT SET [SEE #1]
....... 1 ....=ACKNOWLEDGMENT: SET [SEE #4]
.. = PUSH: NOT SET [SEE #1]
... .0..=RESET: NOT SET [SEE #4]
veve ween o00.=SYN: NOT SET [SEE #4]
........... 0 = FIN: NOT SET [SEE #4]
[TCP FLAGS: ——————- A———-1 [SEE #1]
WINDOW SIZE VALUE: 256 [SEE #101
[CALCULATED WINDOW SIZE: 655361 [SEE #10]
CWINDOW SIZE SCALING FACTOR: 2561 (MULTIPLIER) [SEE #10]
CHECKSUM: OXF63A
URGENT POINTER: O [SEE #4]
[SEQ/ACK ANALYSIS]
[THIS IS AN ACK TO THE SEGMENT IN FRAME: 601 [SEE #12]

(=4
i

[THE RTT TO ACK THE SEGMENT WAS: 0.000159 SECONDS ]

(RTT: 0.011071 SECONDS] [SEE #15]

9. RETRANSMISSIONS
vS. eUuT-OF-ORDERS

FRAME CONTAINS DATA (OR 1S A SYN OR FIN)
AND DOESN'T ADVANCE THE SEQUENCE NUMBER

[SEE #12]
WITHIN 20MS
OF >= 2 DUPLICATE IT IS A FAST
ACKS REQUESTING THIS RETRRN@M{‘SSION
SEQUENCE
NUMBER?
ARRIVE WITHIN
IRTT (OR 3MS IF RTT IT IS AN
UNKNOWN) OF HIGHEST OUT-OF -ORDER

SEQUENCE
NUMBER

ITISA
RETRANSMISSION

THE SEQUENCE AND ACKNOWLEDGMENT NUMBER
FIELDS ARE USED TO DETECT AND RECOVER
FROM PACKET LOSS AND IDENTIFY OUT-OF -

SEQ=1 ACK=600 (data=1460)

12. SEQUENCE AND ACKNOWLEDGMENT NUMBERING

(sent 1+1460=next SEQ# 1461)

—
SEQ=600 ACK=1461 (data=0)

ORDER (0O0O0) PACKETS (SEE #9).

Il. PADDING OPTIONS

THE NO-OPERATION (NOP) OPTION CAN BE USED TO PAD TCP
OPTIONS TO ENSURE THEY START ON A WORD (2-BYTE)
BOUNDARY.

TCP HEADERS MUST END ON A 4-BYTE BOUNDARY. THE MINI-
MUM TCP HEADER IS 20 BYTES (WITHOUT ANY OPTIONS).

THIS 4-BYTE BOUNDARY IS REQUIRED BECAUSE THE TCP
HEADER LENGTH FIELD VALUE IS ONLY 4 BITS LONG. THE T(P
HEADER LENGTH FIELD VALUE IS MULTIPLIED BY 4

TO OBTAIN THE FINAL TCP HEADER LENGTH.

THE SEQUENCE NUMBER INCREMENTS BY THE

(received 1+1460=your next wil

SEQ=1461 ACK=600 (data=1460)

| be SEQ# 1461)

NUMBER OF DATA BYTES SENT. THE ACKNOWLEDG-
MENT NUMBER INDICATES THE NEXT EXPECTED
SEQUENCE NUMBER FROM THE TCP PEER.

(sent 1461+1460=next SEQ# 2921)

—

SEQ=600 ACK=2921 (data=0)

AT RIGHT, THE CLIENT IS SENDING DATA, SO ONLY

(received 1461+1460

=your next will be SEQ# 2921)

THE CLIENT’S SEQUENCE NUMBER FIELD INCREMENTS.

THE SERVER’S ACKNOWLEDGMENT NUMBER FIELD
INCREMENTS TO INDICATE THE NEXT EXPECTED
SEQUENCE NUMBER FROM THE CLIENT.

[SEE ALSO #14]

14. SELECTIVE ACKNOWLEDGMENTS

SELECTIVE ACKNOWLEDGMENT (SACK) ENSURES THAT ONLY
THE MISSING PACKETS ARE RETRANSMITTED WHEN PACKET
LOSS OCCURS. BOTH TCP PEERS MUST INDICATE THEY

SUPPORT SACK IN THE TCP HANDSHAKE FOR IT TO BE USED.

AT RIGHT, SEQUENCE NUMBERS 2921-4330 WENT MISSING. THE SERVER
INDICATES T RECEWVED SEQUENCE NUMBER 4381 (SACK LEFT EDGE, OR SLE)
UP TO, BUT NOT INCLUDING, SEQUENCE NUMBER 5841 (SACK RIGHT EDGE,
OR SRE ). THE SACK RIGHT EDGE INCREASES TO ACKNOWLEDGE ADDITION-
AL DATA PACKETS RECEIVED. THE ACKNOWLEDGMENT NUMBER FROM THE
SERVER REMAINS AT 2921 TO INDICATE THE START OF THE MISSING SE-
QUENCE NUMBERS. THE SACK LEFT EDGE/RIGHT EDGE OPTION IS REMOVED

WHEN THE MISSING SEQUENCE NUMBERS ARE RECEIVED.

SEQ=1461 ACK=200 (DATA=1460)

SEQ=4381 ACK=200 (DATA=1460)

vy

584

—_

SEQ=200 ACK=2921 SLE=4381 SRE
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SEOQ=5841 ACK=200 (DATA=1460)

7301

SEQ=200 ACK=2921 SLE=4381 SRE

SEQ=7301 ACK=200 (DATA=1460)

8761

SEQ=200 ACK=2921 SLE=4381 SLE

N A
SEQ=2921 ACK=200 (DATA=1 460)

v

SEQ=200 ACK=8761

<

15. IRTT CALCULATION

THE INITIAL ROUND TRIP TIME (IRTT)
CALCULATION IS BASED ON THE TIME FROM

13. NONCE, CWR, ECN-ECHO
NONCE: EXPLICIT CONGESTION NOTIFICATION

CWR:

ECE:

(ECN) CONCEALMENT PROTECTION.

SEE RFC 3540.

INDICATES THE SENDER HAS REDUCED

THE CONGESTION WINDOW (CONGESTION
WINDOW REDUCED).SEE RFC 3168.

ECN-ECHO (ECE) SET IN ACKS TO CONGESTION
EXPERIENCED (CE) PACKETS. SEE RFC 316%.

THE FIRST (SYN) TO THE THIRD (ACK) PACKET

OF TCP HANDSHAKES. THIS PROVIDES FOR A FULL
ROUND TRIP TIME MEASUREMENT .

THE IRTT VALUE PROVIDES THE BASE PATH
LATENCY BETWEEN PEERS.

IF WIRESHARK SEES THE FULL TCP HANDSHAKE, IT USES
THIS VALUE TO DIFFERENTIATE BETWEEN RETRANS-
MISSIONS AND OUT-OF-ORDER PACKETS. [SEE #91

SYN SEQ=0 ACK=0

—>

\
\
\
<
\
\

ACK SEQ=1 ACK=1 ®

SYN/ACK SEQ=0 ACK=1

—»
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